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Abstract—Space infrastructures are becoming increasingly im-
portant to the global society and economy. However, their
cybersecurity is understudied despite previous endeavors. This
motivates the present SoK, which is based on a novel method-
ology of five elements: space infrastructures model, missions,
vulnerabilities, attacks, and defenses. The methodology estab-
lishes an “anatomy” of space infrastructures via the innovative
notions of mission control flows and mission data flows, which
are respectively inspired by the notions of control flows and
data flows in program analysis. We show how the space
infrastructure vulnerabilities, attacks, and defenses studied in
the literature can be mapped to space mission control flows
and mission data flows, leading to insights such as: improper
memory allocation and lack of authentication are the two most
exploited vulnerabilities reported; Global Navigation Satellite
Systems (GNSS) security is most studied, mainly via physical
layer security; and the most effective approach to attack the
space segment is to pivot through the ground segment.

1. Introduction

Space infrastructures, including user, ground, link, and
space segments, are becoming an increasingly important
domain that is critical to the global society and economy. For
example, the Space Foundation estimates the global space
economy in 2021 was worth US$469B [1] and the global
economy will reach US$800B by 2027 (or an annual 8%
growth) [2]. Despite its clear importance, the topic of space
infrastructures cybersecurity is under-investigated, perhaps
because space infrastructures and systems are largely pro-
prietary, classified, or implicitly assumed to be operated by
trusted entities with highly technical skill sets.

This phenomenon is a deja vu of what the cybersecu-
rity community has encountered in the past: Internet was
designed with the mindset for use by trusted users (i.e.,
there are no attackers), but its later wide use by the public
made it necessary to secure cyberspace. We anticipate that
in order for space infrastructures to achieve its potential in
(e.g.) enabling the global economy, they will inevitably be
open to many entities (including malicious ones) and thus
it is imperative to protect them from cyber attacks. This is
because the private sector, as evidenced by SpaceX, is likely
to become the primary enabler of space economy.

Despite the many studies on space cybersecurity (e.g.,
[3–6] and the references therein) and even surveys [3, 7–
14], there is still a lack of a unified view of the space

cybersecurity landscape, as evidenced in this paper. This
view is critical to understanding the challenges and guiding
future research endeavors. This motivates the present study.
Our Contributions. This SoK makes two contributions.
First, we propose an “anatomy” of space infrastructures,
including: (i) a systematic model for describing user, ground,
link, and space segments via three levels of abstraction (top-
to-bottom): mission vs. segment vs. component, where each
component in a segment consists of multiple modules; (ii)
representative space missions, including infrastructure-level
and application-level missions; and (iii) models of mission
control flows and data flows at the granularity of modules.
These can collectively serve as a unified way for studying
space missions, vulnerabilities, attacks, and defenses.

Second, we leverage the space infrastructure anatomy
to systematize space missions, including their control flows
and data flows, as well as the cyber vulnerabilities, attacks,
and defenses described in 87 publications we identified. This
leads to interesting findings, including: (i) improper memory
allocation and lack of authentication are the two most ex-
ploited vulnerabilities in space infrastructure attacks; (ii) the
Positioning, Navigation, and Timing (PNT) broadcast data
flow has been attacked most, perhaps because researchers
only need to use low-cost software defined radios and exploit
the lack of authentication vulnerability; (iii) Global Navi-
gation Satellite Systems (GNSS) security is most studied,
mainly via physical layer security mechanisms; and (iv)
the most effective approach to attacking the space segment
is to pivot through the ground segment, highlighting the
importance of hardening ground segment security.
Related Work. There are surveys/SoKs on space cyber-
security, which can be classified into three categories.
The first category focuses on communications security, in-
cluding: (i) physical layer security of space systems in
non-geostationary orbits, summarizing security metrics for
ground-to-satellite communications [8]; (ii) physical layer
security for three kinds of communication channels, namely
those between users and satellites without terrestrial relays,
those between users and satellites via terrestrial relays, and
those between satellites and terrestrial networks [9]; and
(iii) preventive and reactive defenses against physical layer
attacks, including eavesdropping, jamming, spoofing, and
impersonation [11]. The second category focuses on PNT
security, including: (i) spoofing attacks against GNSS [7];
(ii) navigation signal spoofing attacks as well as preventive
and reactive defenses against them [12]; (iii) cryptographic
navigation signal authentication schemes in the context of
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the Global Positioning System (GPS) and the BeiDou Nav-
igation Satellite System [13]; and (iv) navigation message
authentication for BeiDou [14]. The third category focuses
on space systems security, including: (i) characterizing at-
tacks against, and defenses for, space systems via satellite
signal, space platform, and ground system attack surfaces
[3]; (ii) attacks against, and defenses for, integrated space-
air-ground-sea networks [10]; and (iii) systematizing public
key infrastructure-enabled trust and terrestrial user location
privacy in space-enabled service networks [15].

By contrast, we propose a space infrastructures anatomy,
which can serve as a baseline for casting space cybersecu-
rity research into a unified view. Figure 1 summarizes the
difference between the studies mentioned above and ours.

Papers
Missions Segment-based Vulnerabilities,

Attacks, and Defenses
Bus 

Mgmt.
Com
ms. PNT Sci. User Ground Link Space

[7] (2016) 1A, 5D* 3A*
[8] (2018) 2D
[9] (2019) 3D*

[10] (2021) 2A, 1D 4A, 1D 1A, 2D
[11] (2022) 1D 4A
[12] (2022) 2A*, 7D 3A*
[3] (2022) 1A*, 3D 1A* 1A*, 3D

[13] (2023) 2D
[14] (2023) 1A, 2D* 1A
[15] (2024) 1D* 7D* 7D*
This Paper 3V, 11A, 43D3V, 4A, 5D 5A, 5D 11V, 5A, 9D

Figure 1: Comparison between previous studies and ours
through the lens of space missions, vulnerabilities (e.g., 3V
means 3 vulnerabilities covered in a study), attacks (e.g., 4A
means 4 attacks), defenses (e.g., 2D means 2 defenses), and
* indicates the number of attack categories (e.g., 2A* means
two categories of attacks) and defense categories (e.g., 7D*).

Paper Outline. Section 2 presents our systematization
methodology. Section 3 describes our space infrastructures
model. Section 4 discusses space missions. Sections 5-7 re-
spectively systematizes space cyber vulnerabilities, attacks,
and defenses. Section 8 discusses the relationships between
missions, vulnerabilities, attacks and defenses, as well as
future research directions. Section 9 concludes the paper.

2. Systematization Methodology

Scope. We focus on systematizing academic literature be-
cause they provide the due technical details. We exclude
space incidents briefly reported in social media such as
blogs, non-technical news sources because they do not pro-
vide technical details, and industry sources because they are
often proprietary/classified. We refer to [4, 6] for “‘hypo-
thetical” analyses of real-world space cyber attacks whose
technical details are often missing.
Methodology. Figure 2 highlights our methodology, which
is composed of: (i) space infrastructures model, (ii) mis-
sions, (iii) vulnerabilities, (iv) attacks, and (v) defenses. The
space infrastructures model represents the anatomy of space
systems and networks. We describe this anatomy at three
levels of abstraction: missions, namely, the operations that

enable and accomplish the services provided by space infras-
tructures; segments, namely user, ground, link, and space;
and components, namely the components of each segment
where each component consists of multiple modules.

Missions

Application-Specific CF Application-Specific DF

Vulnerabilities

DF Vulnerabilities

CF Vulnerabilities

Attacks
CF Attacks

DF Attacks

Space Infrastructures Model

Infrastructure Control Flow (CF) Infrastructure Data Flow (DF)

Defenses
CF Defenses

DF Defenses

Discussion

Figure 2: Systematization methodology.

The anatomy paves a way for introducing two impor-
tant concepts: mission control flows (CF), which describe
the processes whereby space systems are controlled, and
mission data flows (DF), which describe the processes
whereby data is generated, transmitted and processed. They
are described at two levels: infrastructure-level CFs and DFs,
which are associated with the operation of a space infras-
tructure; application-level CFs and DFs, which are specific
to each application (e.g., services provided by satellites).
These concepts are inspired by the notions of control flows
and data flows in program analysis, but are at a higher level
of abstraction in the context of space infrastructures.

The anatomy and the CF/DF concepts allow us to sys-
tematize space infrastructures’ cyber vulnerabilities, attacks,
and defenses described in the literature, as follows. First,
we systematize vulnerabilities with respect to the vulnerable
modules in CFs and DFs, helping understand the exploita-
tion points and potential impacts. Second, we systematize
attacks based on how they affect CFs and DFs, helping
understand the impacts of attacks on missions. Third, we
systematize defenses based on where they are applied to
harden CFs and DFs from attacks. Fourth, we map between
missions, vulnerabilities, attacks, and defenses to provide
a holistic view, highlighting which missions have which
vulnerabilities, that can be exploited by which attacks, that
can be mitigated by which defenses. Fifth, we discuss future
research directions toward hardening space cybersecurity.

Literature Search. For systematization purposes, we use
Google Scholar to identify relevant literature published
during 2013-2023 in the following venues: ACM CCS,
IEEE SP, Usenix Security, NDSS, ACM AsiaCCS, ACSAC,
RAID, ACM Computing Survey, IEEE Survey and Tutorials
on Communication, IEEE T-IFS, IEEE TDSC, ACM TOPS,
PLANS, AERO, IEEE Transactions on Aerospace and Elec-
tronic Systems, International Conference on Wireless and
Mobile Computing (WiMob) and ION GNSS+.
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Ground Segment

1. Tracking (GM.TRAC)
2. Transmission (GM.TX)
3. Reception (GM.RX)
4. Ranging (GM.RANG)
5. Mission Analysis (GM.MA)
6. Payload Process (GM.PAYPROC)
7. Command (GM.CMD)
8. Telemetry (GM.TELEM)
9. Analysis and Support (GM.A&S)

10. Network Access (GM.NET)
11. Software Access (GM.SOFT)
12. Reception (UM.RX)
13. Processing (UM.PROC)
14. Transmission (UM.TX)
15. Command and Data (SM.C&DH)
16. Electrical Power (SM.POWER)
17. Attitude Control (SM.ATCTRL)
18. Communications (SM.COMMS)
19. Propulsion (SM.PROP)
20. Thermal Control (SM.THCTRL)
21. PNT Payload (SM.PNT)
22. Scientific Payload (SM.SCI)
23. Communications Payload (SM.PCOMMS)

Remote Terminal
10 11

Link Segment

Modules

Figure 3: Space infrastructures model with three levels of abstraction (i.e., mission, segment, component), where a component
consists of multiple modules which are numbered and referred to as such. Note that modules in different segments can have
the same name because they have the same functionality, and we differentiate them via the following module acronyms
convention: prefix indicates the segment to which the module belongs (e.g., GM indicates Ground segment Module).

We select the preceding venues because they are major
security venues or we are aware of relevant papers published
in a non-security venue. Since Google Scholar limits the
number of keywords in a single search, we perform two
queries. The first query uses keywords “space security”
OR “space threats” OR “space vulnerability” OR “space
architecture” OR “space cybersecurity” OR “space defense”
OR “space attack” OR “satellite security.” The second query
uses keywords “GNSS spoofing” OR “jamming attack” OR
“anti-jamming” OR “anti-spoofing.” From the outcome of
the two queries, we select 518 unique papers based on
their titles. By manually reviewing each paper’s technical
relevance to space cyber vulnerability, attack, or defense,
we identify 87 papers to systematize.

3. Modeling Space Infrastructures

Overview. Figure 3 highlights the model with three levels
of abstraction: mission level, which describes the operations
that maintain a space infrastructure or enable the services
or applications it provides; segment level, which has four
segments (i.e., user, ground, link, and space); and component
level, where a component resides inside a segment, and
modules reside in a component. Note that module is the
finest granularity in the present paper, and that segments,
components, and modules formulate a hierarchical structure
(i.e., a segment consists of components and a component
consists of modules). Also as highlighted in Figure 3,
we use the following acronym convention for modules:
XM.module name, where X ∈ {U,G,L, S} representing
segment. For instance, GM.TRAC indicates the tracking
module in the ground segment.

User Segment (U). As shown in Figure 3, the user segment
has a user component, which is an end user of services
provided or enabled by a space infrastructure. This compo-
nent is typically terrestrially stationed and consists of three
modules: (i) The transmission module, UM.TX, sends data
from the user to a satellite or a ground relay, such as voice
transmission over satellite communications (SATCOM). The
speed and amount of data transmitted depend on user re-
quirements and satellite capability because some satellites
do not have the capability to receive user transmissions, as
in the case of GNSS. (ii) The reception module, UM.RX,
receives data from a satellite or ground relay via UM.TX.
Typically, users receive broadcast messages from a satellite
via line-of-sight transmission. The received data may be
bursty as in the case of SATCOM, or steady as in the
case of GNSS. (iii) The processing module, UM.PROC,
processes the data received from a satellite or ground relay
(via UM.RX) for mission purposes (e.g., decompressing a
SATCOM video stream).

Ground Segment (G). As shown in Figure 3, the ground
segment has four components: ground station, data process-
ing center, mission control, and remote terminal. These four
components are terrestrially stationed, and support both the
space segment and the user segment.

A ground station component includes the hardware
and software that are needed to establish communication
channels with satellites. This component consists of four
modules: (i) The tracking module, GM.TRAC, monitors
satellites’ orbits such as position, orientation, and trajectory.
(ii) The transmission module, GM.TX, physically trans-
mits Radio Frequency (RF) signals to satellites. (iii) The
reception module, GM.RX, physically receives RF signals
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from satellites. (iv) The ranging module, GM.RANG, attains
measurements of the distance and direction from the ground
station to satellites and other space objects (e.g., debris).

A data processing center component analyzes payload
data collected by the space segment, namely the data pro-
duced by, or associated with, the missions executed by
satellites. This component consists of two modules: (i) The
mission analysis module, GM.MA, processes data related to
the mission of a satellite (e.g., processing data related to the
orbit of a satellite to assess whether the current orbit lets
the satellite achieve the mission). (ii) The payload process
module, GM.PAYPROC, processes data directly generated
by the payload component of the satellite (e.g., processing
images from the Earth’s atmosphere taken by the payload
component of the satellite, which is described below). A
data processing center is computationally powerful.

A mission control component commands the satellite,
and receives and analyzes telemetry data (e.g., electri-
cal power, battery levels, orbital velocity, altitude, posi-
tion, propellant levels and temperature) collected by the
electrical power module SM.POWER, the attitude con-
trol module SM.ATCTRL, and the thermal control module
SM.THCTRL. This component consists of three modules: (i)
the command module GM.CMD, which produces commands
to control the space segment; (ii) the telemetry module
GM.TELEM, which analyzes infrastructure-level mission
data (i.e., telemetry data from the telemetry module); and
(iii) the analysis and support module GM.A&S, which
analyzes application-level mission data (i.e., from modules
in the payload component) and provides additional support
for the command module GM.CMD.

A remote terminal component includes a hardware and
software stack whereby operators remotely access the other
components of the ground and space segments. It has two
modules: (i) the network access module GM.NET, which
provides operators with remote accesses to network en-
claves in the ground segment, such as the command module
GM.CMD (for issuing flight commands); (ii) the software
access module GM.SOFT, which provides operators with
software services in the ground segment, such as flight and
orbit simulation in the mission analysis module GM.MA.
Link Segment (L). As shown in Figure 3, the link segment
corresponds to the data connections between the components
in the same or different segments. We refer to communica-
tions between different segments as inter-segment links and
communications within a single segment as intra-segment
links. Inter-segment links from the ground and user segments
to the space segment are referred to as uplinks; transmissions
from the space segment to the ground and user segments are
referred to as downlinks; transmissions between satellites are
referred to as crosslinks. Uplinks and downlinks are typically
used for managing and commanding satellites, communicat-
ing users, and accomplishing missions of satellites (e.g., de-
livering their services). These links typically use RF signals
in the shape of a cone, beam or footprint, which can travel
vast distances. Uplinks and certain downlink transmissions
(e.g., satellite to ground stations) signals are shaped into a
narrow beam, leading to strong signals. On the other hand,

downlink transmission (e.g., satellite to users in the user
segment) signals tend to be broadcasted across large areas
(e.g., a cone under the sending satellite) as communications
satellites must transmit to many users simultaneously, where
the strength of the signal is decreased. By contrast, intra-
segment links are typically used for coordination of efforts
and other logistical and administrative requirements. These
links are typically wired connections, which travel short
distances or leverage Internet-based networks.

Space Segment (S). As shown in Figure 3, the space
segment (e.g., the satellite) has two components, bus system
and payload. The bus system component is in charge of
the control of a satellite and fulfills infrastructure-level mis-
sions and thus supports application-level missions, similar
to operating systems (OS) supporting applications. This
component consist of six modules. (i) The command and
data module SM.C&DH receives and processes commands
from the ground segment command module GM.CMD. (ii)
The electrical power module SM.POWER controls the pro-
duction and distribution of electrical power that is needed
by the other modules (e.g., controlling the solar panels to
generate solar energy). (iii) The attitude control module
SM.ATCTRL controls the orientation of a satellite relative
to the body being orbited. (iv) The communications module
SM.COMMS connects (i.e., through radio hardware) the bus
system to the transmission module GM.TX and the recep-
tion module GM.RX. (v) The propulsion module SM.PROP
controls the components that propel the satellite. (vi) The
thermal control module SM.THCTRL monitors and controls
the temperature of the satellite.

A payload component fulfills an application-level mis-
sion. It has three modules. (i) The positioning, navigation,
and timing (PNT) payload module SM.PNT provides GNSS
services, such as GPS and BeiDou. (ii) The scientific pay-
load module SM.SCI enables scientific and remote sensing
missions (e.g., sensors to monitor space weather, or zero-
gravity experiment and testing). (iii) The communications
payload module SM.PCOMMS provides terrestrial voice,
video, and data connections (e.g., antennas).

4. Missions

As highlighted in Figure 3, we focus on four missions:
(i) bus management, which is realized by the bus system
component that operates and maintains satellites; (ii) com-
munications, which is realized by the communications mod-
ule SM.COMMS; (iii) PNT, which is realized by the PNT
module SM.PNT; and (iv) scientific, which is realized by the
scientific module SM.SCI. Note that (i) is an infrastructure-
level mission and (ii)-(iv) are application-level missions. A
mission may cut across multiple segments via its CFs and
DFs. In principle, CFs and DFs are graphs, where nodes
represent modules in Figure 3 and arcs represent the flows
of commands or data. Similar to the acronym convention
for modules, we use CF.NAME (DF.NAME) to name and
refer to control (data) flows.

1031

Authorized licensed use limited to: University of Virginia Libraries. Downloaded on February 23,2026 at 19:50:07 UTC from IEEE Xplore.  Restrictions apply. 



4.1. Bus Management Mission

This mission is for satellite operators to manage and
control a satellite. For instance, the ground segment receives
and processes telemetry data from the bus system component
of a satellite, and then decides and communicates commands
to the bus system component to maneuver the satellite to
avoid conjunctions (i.e., collisions). This mission has two
CFs and two DFs.

4.1.1. Bus Management Control Flow (CF.BUSM). This
CF describes the process that produces and delivers a com-
mand to the bus system component. As highlighted in Figure
4, this CF cuts across the ground and space segments (coded
in color and indicated by the prefixes of module identifiers).
It has nine nodes in total and is elaborated below.

Figure 4: Bus management control flow (CF.BUSM)

(i) The CF originates at the analysis and support module
GM.A&S, which analyzes the telemetry and relevant mis-
sion data and outputs a decision, such as maneuvering the
satellite to avoid a conjunction, correcting the satellite’s or-
bit, or adjusting the temperature and/or energy consumption
in the satellite. (ii) The command module GM.CMD receives
the decision and produces a command accordingly, such as
a flight command for maneuvering the satellite or a manage-
ment command for adjusting the temperature and/or energy
consumption in the satellite. (iii) The transmission module
GM.TX receives, processes and encodes the command into a
digital signal, which is then modulated into a RF signal. (iv)
The transmission module GM.TX transmits the RF signal
to the communications module SM.COMMS in the space
segment once the two modules’ antennas are in line of
sight of each other. (v) The command and data module
SM.C&DH receives the RF signal, demodulates it into a
digital signal, which is then decoded to obtain the command.
The command is sent to the intended module, such as
the thermal control module SM.THCTRL or the electrical
power module SM.POWER for a management command,
or the attitude control module SM.ATCTRL for a flight
command. (vi) The thermal control module SM.THCTRL
receives a management command and then adjusts the tem-
perature of the satellite as instructed. (vii) The electrical
power module SM.POWER receives a management com-
mand and adjusts the energy consumption in the satellite
as instructed. Note that some satellites include a Battery
Management System (BMS), which autonomously manages
the energy consumption in the satellite (e.g., powering off
non-critical modules when the battery reaches a certain
threshold). For instance, when the battery is below 20%, the

BMS can power off modules in the space segment other than
the command and data module SM.C&DH and the electrical
power module SM.POWER until the battery is fully charged.
(viii) The attitude control module SM.ATCTRL receives
a flight command, which instructs the propulsion module
SM.PROP to maneuver the satellite.

4.1.2. Remote Management Control Flow (CF.REMM).
This CF describes how ground operators access ground seg-
ment functions remotely. As highlighted in Figure 5, this CF
is within the ground segment. It has seven nodes in total and
is elaborated below. (i) The CF originates at the software ac-
cess module GM.SOFT, which hosts an application service

Figure 5: Remote management con-
trol flow (CF.REMM)

that is used by
a ground operator
(e.g., through a
computer running
a VPN access).
This module pre-
pares the parame-
ters for establish-
ing a connection
between the re-
mote human oper-
ator and the de-
sired module the operator needs to connect with (e.g.,
mission analysis GM.MA). (ii) The network access module
GM.NET receives the connection parameters and establishes
a connection between the remote human operator and the
desired module the operator intends to control. The net-
work hardware (e.g., router) in the network access module
GM.NET connects the software access module GM.SOFT to
the mission analysis module GM.MA, the payload process
module GM.PAYPROC, the command module GM.CMD,
the telemetry module GM.TELEM, or the analysis and sup-
port module GM.A&S through the Internet or private ground
networks, allowing the human operator remote access to
mission analysis, payload management, bus management,
telemetry collection, or mission control functions.

4.1.3. Telemetry Reporting and Analysis Data Flow
(DF.TELEM). This DF describes how telemetry data is gen-
erated, transmitted and processed throughout a space infras-
tructure (i.e., from the bus system component in the space
segment to the mission control component in the ground
segment). Telemetry data provides condition reports on the
health of a satellite and status reports on the operational
state of a satellite (i.e., being able to receive and execute
commands and provide outputs). This DF is activated at
regular time intervals or on-demand. As shown in Figure 6,
this CF has eight nodes in total and is elaborated below.

(i) The DF originates at the electrical power module
SM.POWER, the attitude control module SM.ATCTRL, or
the thermal control module SM.THCTRL, which gener-
ate telemetry data. (ii) The command and data module
SM.C&DH receives the telemetry data and crafts a data
packet. (iii) The communications module SM.COMMS re-
ceives the data packet, processes it, and modulates the data
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Figure 6: Telemetry reporting and analysis (DF.TELEM)

into a RF signal, which is transmitted to the reception
module GM.RX whenever the former is within the downlink
footprint of the satellite (i.e., within range of the satellite’s
reception antennas). (iv) The reception module GM.RX re-
ceives the RF signal and demodulates it to digital telemetry
data. (v) The telemetry module GM.TELEM receives the
telemetry data, where a human operator monitors the health
condition of the satellite. (vi) The analysis and support mod-
ule GM.A&S receives the telemetry data, and then a human
operator extracts the location data from the telemetry data
and update the space situational awareness (SSA) repository.

4.1.4. Orbit Management Data Flow (DF.ORBM). This
DF describes how human operators in the ground segment
can obtain orbital parameters of satellites and then update
the ephemeris data, which includes position, time, velocity,
and coordinate system information of a satellite. As shown

Figure 7: Orbit management data
flow (DF.ORBM)

in Figure 7, this
DF is within the
ground segment,
has four nodes,
and is elaborated
below. (i) This DF
originates at the
tracking module
GM.TRAC, the
ranging module GM.RANG, or the analysis and support
module GM.A&S, where orbital parameters of the satellite
are obtained. Specifically, GM.TRAC collects and calculates
azimuth, elevation, and antenna position data, for which we
refer to [16] for details; GM.RANG collects and calculates
time-of-flight, atmospheric observation, and signal related
data [16]; GM.A&S collects data from the SSA repository
of state vectors for the satellite in question. (ii) The
mission analysis module GM.MA receives the data from
the preceding modules, and informs the operator to make a
decision on the mission satellite’s orbit.

4.2. Communications Mission

Space infrastructures enable user-to-user and user-to-
network communications especially in the absence of tra-
ditional telecommunication, wireless, or terrestrial Internet
services. Space-enabled communications are often char-
acterized by their bandwidth, frequency modulation, and
latency, all of which may be impacted by atmospheric
attenuation, weather conditions, and interferences. Space-
enabled communications increasingly leverage satellite con-
stellations to transmit signals or satellite networks. This
mission has one CF and one DF.

4.2.1. Subscription Management Control Flow
(CF.SUBSM). This CF enables an end user in the user
segment to establish a communication channel with a com-
munication module on a satellite. An end user subscribes
to communication services, where the communication
parameters need to be established (e.g., signal strength,
frequency channel, and frequency modulation). As shown in

Figure 8: Subscription management (CF.SUBSM)

Figure
8,
this
CF
has
seven
nodes
in
total. (i) The CF originates at the transmission module
UM.TX, which establishes the communication channel
parameters via ground terrestrial communications and sends
them to the mission analysis module GM.MA. (ii) The
mission analysis module GM.MA receives and analyzes the
parameters received. (iii) The command module GM.CMD
receives the parameters and produces a communication
command with the parameters, such as the signal strength,
the frequency channel and the frequency modulation.
(iv) The transmission module GM.TX processes and
modulates the command into a RF signal. (v) The
communications module SM.COMMS receives the RF
signal and demodulates it into a command. Note that
GM.TX physically transmits the RF signal to the satellite
once its antenna and the antenna in SM.COMMS are in
line of sight of each other. (vi) The command and data
module SM.C&DH receives and interprets the command.
(vii) The communications payload module SM.PCOMMS
receives the command and establishes a communication
channel with the user communication parameters.

4.2.2. Channel Operations Data Flow (DF.CHAO). This
DF describes data communications between end users via
the space segment. As highlighted in Figure 9, this DF
has four nodes. (i) The DF originates at the transmission
module UM.TX, which sends data through a communi-
cation channel. (ii) The communications payload module

Figure 9: Channel operations data
flow (DF.CHAO)

SM.PCOMMS
receives the data
and transmits it
to the end user,
including ground
station, assuming
the end user is
in the downlink
footprint of the
satellite; otherwise, the SM.PCOMMS uses a crosslink to
transmit the data to the SM.PCOMMS of another satellite.
(iii) A reception module, GM.RX or UM.RX, receives
RF signals whenever it is in the downlink footprint of the
satellite. These signals are then converted into data.
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4.3. PNT Mission

Space infrastructures enable the application-level PNT
mission that provides end users with time data (e.g., clock
corrections) and the state vector of a PNT satellite, including
its location in the form of the classical orbital elements and
perturbations, while noting that perturbations are necessary
corrections to the orbit because of external conditions (e.g.,
atmospheric drag). [16]. The end user can triangulate its
position, populate its routes, or sync its clock based on three
or more PNT satellites’ locations and timing information,
while noting that four or more satellites can lead to more
accurate positioning and that positioning and navigation rely
on timing to provide accurate measurements [17, 18]. This
mission has one CF and one DF.

4.3.1. Time Synchronization Control Flow (CF.TIMES).
This CF describes how the clock in a PNT satellite is cor-
rected [19]. As highlighted in Figure 10, this CF has seven

Figure 10: Time synchronization (CF.TIMES)

nodes
in total.
(i)
The
CF
origi-
nates
at the
mission analysis module GM.MA, where correctness of
a PNT satellite’s clock is assessed. If the clock is out
of synchronization, GM.MA notifies the payload process
module GM.PAYPROC. (ii) The payload process module
GM.PAYPROC receives the notification and calculates the
correction. (iii) The command module GM.CMD receives
the correction and produces a timing correction command.
(iv) The transmission module GM.TX modulates the
command into a RF signal. (v) The communications module
SM.COMMS receives the RF signal and demodulates it
into a command. (vi) The command and data module
SM.C&DH receives and interprets the command. (vii) The
PNT payload module SM.PNT receives the command and
corrects the clock on the satellite.

4.3.2. PNT Broadcast Data Flow (DF.PNT). This DF de-
scribes how users (e.g., end users or ground stations) receive
position and timing data for navigation purposes. As high-
lighted in Figure 11, this DF has four nodes in total. (i) The

Figure 11: PNT broadcast (DF.PNT))

DF originates at
the PNT payload
module SM.PNT,
which broadcasts
the position and
time of the satel-
lite via a RF sig-
nal. (ii) A recep-
tion module, GM.RX or UM.RX, receives and demodulates
the RF signal into position and timing data. (iii) The mis-
sion analysis module GM.MA and the processing module

UM.PROC use the position and timing data to compute its
own positioning and navigation or correct its timing.

4.4. Scientific Mission

Space infrastructures enable application-level scientific
missions, such as: (i) experiments for understanding the
effects of space in various scientific fields (e.g., the effects
of space travel on human body [20]; and (ii) remote sensing
missions oriented toward the Earth or other celestial bodies
to collect data about the planetary surface or the atmosphere.
Note that remote sensing includes active and passive sensing
systems: active sensors emit energy that reflects on the
planet’s surface or atmosphere (e.g., Earth terrain mapping,
disaster management, or environmental surveillance); pas-
sive sensors measure the energy emitted by another source
(e.g., from the Sun and reflected by Earth’s surface). Satel-
lites enabling scientific missions typically have uplink and
downlink communications with a network of strategically
located ground stations, which in turn, connect to the data
processing centers that have the requisite compute resources.

4.4.1. Scientific Mission Control Flow (CF.SCI). This
CF enables operators to manage and control the scientific
module in the space segment. As highlighted in Figure
12, this CF has six nodes. (i) This CF originates at the

Figure 12: Scientific mission
(CF.SCI))

mission analysis
module GM.MA,
which receives
and analyzes
experiment
parameters that
will be tested
in the satellite’s
scientific payload
module SM.SCI. (ii) The command module GM.CMD
receives the experiment parameters and produces an
experiment setup command. (iii) The transmission module
GM.TX modulates the command into a RF signal. (iv)
The communications module SM.COMMS receives the
RF signal and demodulates it into a command. (v) The
command and data module SM.C&DH receives and
interprets the command. (vi) The scientific payload module
SM.SCI receives the command and executes it.

4.4.2. Scientific Mission Data Flow (DF.SCI). This DF de-
scribes how users (e.g., end users or ground stations) receive

Figure 13: Scientific mission (DF.SCI)

scientific
data
from a
satellite.
As high-
lighted
in Figure
13, it has
seven nodes in total.

(i) This DF originates at the scientific payload module
SM.SCI, which produces scientific data (e.g.) from exper-
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Figure 14: Vulnerabilities reported in the literature and cast into the system model, where “X-Vi (j)” means j instances of
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iments. (ii) The command and data module SM.C&DH
receives the scientific data and crafts a data packet. (iii)
The communications module SM.COMMS receives the data
packet, modulates the data into a RF signal, and transmits
the signal to the reception module GM.RX whenever the
GM.RX is in the downlink footprint of the satellite. (iv) The
GM.RX receives the RF signal and demodulates it into sci-
entific data. (v) The payload process module GM.PAYPROC
receives and consumes the scientific data. (vi) The software
access module GM.SOFT receives and hosts the processed
scientific data. (vii) The processing module UM.PROC re-
ceives and consumes the processed scientific data.

5. Vulnerabilities

As highlighted in Figure 14, there are four known vul-
nerabilities, which can affect two mission CFs and five DFs.
The vulnerabilities are: (V1) improper memory allocation in
the space segment [21, 22]; (V2) lack of authentication [22–
25]; (V3) use of insecure protocol [22, 26, 27]; and (V4)
incorrect satellite end-of-life (EOL) management [28]. We
map them to the CFs and DFs as follows.

5.1. Control Flow Vulnerabilities

Vulnerabilities associated with CF.BUSM. The bus man-
agement CF (Figure 4) has the four known vulnerabilities. (i)
The analysis and support module GM.A&S can contain V4
(incorrect satellite EOL management), meaning it runs un-
patched flight software that can be exploited by an attacker
to gain control over a satellite and possibly attack the other
satellites in the same constellation [28]. (ii) The transmission
module GM.TX may contain V3 (use of insecure protocol)
when rural users connect to the Internet via satellite service
(and ground stations) [26], such as the use of HTTP (rather
than HTTPS) or POP3 (rather than POP3S) in maritime

networks [27] and the use of insecure proprietary communi-
cation protocols [22]. These vulnerabilities allow an attacker
to eavesdrop the unencrypted traffic over both downlinks and
uplinks. (iii) The command and data module SM.C&DH can
contain V2 (lack of authentication) in the ground station to
satellites communication protocol. This vulnerability exists
in the communications between the NASA Core Flight
System (cFS), which runs in satellite bus system, and the
Comprehensive Open-architecture Solution for Mission Op-
erations Systems (COSMOS), which runs in ground station
[24], and can be exploited to spoof commands from ground
station to control a satellite. SM.C&DH can also contain
V1 (improper memory allocation), which resides in the em-
bedded Real-time Onboard Dependable Operating System
(RODOS) running in satellites and enables an attacker to
send telemetry data to a vulnerable satellite to control its
firmware or software [21]. (iv) The attitude control module
SM.ATCTRL can contain V1 (improper memory allocation)
in the firmware that controls this module, and the vulnera-
bility permits attacker to control a satellite’s position [22].
Vulnerabilities associated with CF.SCI. This CF (Fig-
ure 12) has two known vulnerabilities. (i) The transmis-
sion module GM.TX may contain V2 (lack of authentica-
tion), which can be exploited to spoof scientific commands
[22, 24]. (ii) The command and data module SM.C&DH
can contain V1 (improper memory allocation), which can
be exploited by an attacker to gain control over a satellite
and prevent the scientific payload module SM.SCI from
receiving Scientific commands [21, 22].

5.2. Data Flow Vulnerabilities

Vulnerabilities associated with DF.TELEM. This DF (Fig-
ure 6) may contain three (our of the four) vulnerabilities. (i)
The attitude control module SM.ATCTRL can contain V1
(improper memory allocation), which enables an attacker to
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malign telemetry data generated in this module [22]. (ii) The
command and data module SM.C&DH, the communications
module SM.COMMS, and the reception modul GM.RX can
have V1 in their firmware [21] and V2 in their software
[24], where an exploitation allows an attacker to prevent the
telemetry module GM.TELEM and the analysis and support
module GM.A&S from having access to the telemetry data,
rendering operators blind to the status and health of the
satellite. (iii) GM.TELEM and GM.A&S can contain V1
whereby an attacker can corrupt the processing of telemetry
data [21]. (iv) The arcs in the DF can have vulnerabilities
such as V3 (use of insecure protocol), which allows an
attacker to disclose sensitive telemetry data [27].
Vulnerabilities associated with DF.ORBM. This DF (Fig-
ure 7) can have the following two vulnerabilities. (i) The
mission analysis module GM.MA can contain V1 (improper
memory allocation), which permits an attacker to corrupt
the operator’s space objects repository and thus adversely
affect the space situational awareness (e.g., mis-tracking of
objects, which can cause satellites conjunction) [21]. (ii)
GM.A&S can have V4 (incorrect satellite EOL manage-
ment), encroaching on other managed orbits [28].
Vulnerabilities associated with DF.CHAO. This DF (Fig-
ure 9) may possess three vulnerabilities. (i) The commu-
nications payload module SM.PCOMMS can contain V1
(improper memory allocation), which allows an attacker
to compromise sensitive user data [21]. (ii) The reception
modules, GM.RX and UM.RX, can contain V2 (lack of
authentication), which allows an attacker to have access
to sensitive user channel subscription data [23]. (iii) The
arc “SM.PCOMMS→UM.RX” can be inherently vulnerable
because of the nature of radio wave propagation and the
presence of V3 (use of insecure protocol), allowing an
attacker to compromise data confidentiality [27].
Vulnerabilities associated with DF.PNT. This DF (Figure
11) can contain the following two vulnerabilities. (i) The
reception module UM.RX may contain V2 (lack of authen-
tication), permitting an attacker to corrupt GNSS data by
injecting spoofed GNSS signals to mislead users with wrong
location information (e.g., drone’s autonomous flight sys-
tem) [23]. (ii) The processing module UM.PROC can have
V2 (lack of authentication), allowing an attacker to attain a
user’s location [24]. (iii) The arc “SM.PNT→UM.RX” can
contain V3 (use of insecure protocol), allowing an attacker
to compromise data confidentiality [27].
Vulnerabilities associated with DF.SCI. This DF (Fig-
ure 13) has three vulnerabilities. (i) The scientific pay-
load module SM.SCI can possess V1 (improper memory
allocation), allowing an attacker to deny/disrupt access to
research data by saturating the system’s memory and crash
the module [21]. (ii) The reception module GM.RX and
the processing module UM.PROC can contain V2 (lack of
authentication), allowing the compromise of confidentiality
of scientific sensor data [25]. (iii) The payload processing
module GM.PAYPROC and the software access module
GM.SOFT can have V3 (use of insecure protocol), allowing
data reuse and the compromise of data integrity [27]. (iv)
The arc “SM.COMMS→GM.RX” contains V3, allowing an

attacker to breach data confidentiality [27].
Summarizing the preceding discussion, we draw:

Insight 1. The two most exploited vulnerabilities reported
in the literature are improper memory allocation (V1)
and lack of authentication (V2), each with six instances.

Note that Insight 1 captures some unique aspects of space
cybersecurity because V1 hints insecure design and/or lack
of cybersecurity testing (perhaps inherent to the closed-
design nature of space systems) and V2 hints legacy space
systems are not designed in a principled fashion.

6. Attacks

As highlighted in Figure 15, the following nine attacks
have been reported in the literature: (A1) RF spoofing [23,
29–35]; (A2) RF replaying [36–38]; (A3) RF jamming [23,
39]; (A4) RF eavesdropping [40–42]; (A5) RF interference
[43, 44]; (A6) denial of service against modules [45, 46];
(A7) data injection into Space Situational Awareness (SSA)
repository [47, 48]; (A8) physical damage of satellites [49,
50]; and (A9) gaining control of satellites [46, 51]. We map
them to the CFs and DFs as follows.

6.1. Control Flow Attacks

Attacks associated with CF.BUSM. This CF (Figure 4)
is susceptible to four attacks. (i) The transmission module
GM.TX is susceptible to A7 (data injection into SSA repos-
itory) [47, 48], which exploits V2 (lack of authentication)
[26]. GM.TX is also susceptible to A6 (denial of service),
which exploits V2 in the module to gain unauthorized
access to Starlink modems and modify the position of the
antenna to prevent transmission/reception of RF signals (i.e.,
preventing the antenna on the ground and the antenna in the
space from being in line of sight) [45]. (ii) The command
and data module SM.C&DH is also susceptible to A9
(gaining control of satellites) [51], which also exploits V2
in the module to prevent the operating system from allocat-
ing resources to other bus system modules. (iii) The elec-
trical power module SM.POWER, the propulsion module
SM.PROP, and the thermal control module SM.THCTRL
are susceptible to A8 (physical damage of satellites), which
can be waged via electromagnetic pulses [49] or directed
energy weapons [50].
Attacks associated with CF.REMM. This CF (Figure 5)
is susceptible to A9 (gaining control of satellites), which
exploits V2 (lack of authentication) in the software access
module GM.SOFT to gain access to ground segment func-
tions and control the space segment.
Attacks associated with CF.SUBSM. This CF (Figure
8) is susceptible to two attacks. (i) The command and
data module SM.C&DH is susceptible to A9 (gaining
control of satellites), which can execute a root-privileged
bash script [46] or use a ransomware [51] to gain control
of communications between the communications payload
module (SM.PCOMMS) and the end user. (ii) The arc
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GM.TX→SM.COMMS (Figure 8) is inherently vulnerable
to A4 (RF eavesdropping) against uplink transmissions [41].
Attacks associated with CF.TIMES. This CF (Figure 10)
is susceptible to A6 (denial of service), which exploits
V2 (lack of authentication) in the transmission module
(GM.TX) to gain unauthorized access to Starlink modems
and modify the position of the antenna to prevent transmis-
sion/reception of RF signals, namely preventing the antenna
on the ground and the antenna in the space from being in
line of sight [45].
Attacks associated with CF.SCI. This CF (Figure 12) is
susceptible to A1 (RF spoofing), which exploits V2 (lack of
authentication) in the communications module SM.COMMS
to inject maligned scientific commands [23], causing the
scientific payload to execute erroneous experiments.

6.2. Data Flow Attacks

Attacks associated with DF.TELEM. This DF (Figure
6) is susceptible to the following four attacks. The conse-
quences of these attacks include stealing, manipulating, or
denying operators from accessing, telemetry data. (i) The
command and data module SM.C&DH is susceptible to
A7 (data injection into SSA repository), which exploits V2
(lack of authentication) to enable the attacker to modify
the heartbeat packets [22]. (ii) The SM.C&DH is also
susceptible to A6 (denial of service), which exploits V2
in the module to inject resource-consuming bash scripts
that execute as root, preventing the proper operation of
the satellite [24, 46]. (iii) The reception module GM.RX is

susceptible to A1 (RF spoofing), which exploits V2 in the
module to spoof legitimate heartbeat packets [34, 35]. (iv)
The arc SM.COMMS→GM.RX (Figure 6) is susceptible to
A4 (RF eavesdropping), which exploits V3 (use of insecure
protocol) [26] to intercept the communications between the
two modules [52].
Attacks associated with DF.ORBM. This DF (Figure 7)
is susceptible to two attacks. (i) The analysis and support
module GM.A&S is susceptible to A9 (gaining control of
satellites), which exploits V4 (incorrect EOL management)
in the module to (e.g.) maneuver EOL satellites to endan-
ger other satellites [28]. (ii) The mission analysis module
GM.MA is susceptible to A7 (data injection into SSA
repository), which exploits V2 (lack of authentication) in
this module to manipulate the SSA repository [47, 48].
Attacks associated with DF.CHAO. This DF (Figure 9) is
susceptible to the following three attacks, which can expose,
degrade, or deny reception of, communications data. (i) The
reception modules, UM.RX and GM.RX, are susceptible to
A1 (RF spoofing), which exploits V2 (lack of authentication)
in the modules to inject malicious data [25, 52]. (ii) The
arcs SM.PCOMMS→UM.RX and SM.PCOMMS→GM.RX
(Figure 9) are susceptible to A4 (RF eavesdropping), which
exploit the inherent vulnerability of RF channels [52]. (iii)
The same arcs are also inherently susceptible to A5 (RF
interference) [43].
Attacks associated with DF.PNT. This DF (Figure 11) is
susceptible to the following five attacks. (i) The reception
module UM.RX is susceptible to A1 (RF spoofing), which
exploits V2 in the module [29–32]. Note the ground segment
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reception module GM.RX should also be susceptible to A1;
however, the literature has not studied this attack. (ii) The
UM.RX is also susceptible to A3 (RF jamming), which
is inherent [39]. Note that the ground segment reception
module GM.RX is also susceptible to A3; however, the
literature has not studied this attack. (iii) The processing
module UM.PROC is susceptible to A2 (RF replaying),
which is inherent [36, 37]. (iv) The arc SM.PNT→UM.RX
(Figure 11) is susceptible to A4 (RF eavesdropping), which
is inherent [40]. (v) The arc SM.PNT→UM.RX is also
susceptible to A5 (RF interference) [40].
Attacks associated with DF.SCI. This DF (Figure 13) is
susceptible to five attacks. (i) The reception module, GM.RX
is susceptible to A1 (RF spoofing), which exploits V2 (lack
of authentication) in the module [29–32]. (ii) The GM.RX
is inherently susceptible to A3 (RF jamming)[39]. (iii) The
payload process module GM.PAYPROC and the processing
module UM.PROC are inherently susceptible to A2 (RF
replaying) [38]. (iv) The arc SM.SCI→GM.RX (Figure 13)
is inherently susceptible to A4 (RF eavesdropping) and A5
(RF interference) [40, 43].

Summarizing the preceding discussion, we draw:

Insight 2. In the literature, the PNT broadcast data flow,
DF.PNT, is most attacked, perhaps because it permits
easy attacks that exploit either V2 (lack of authentica-
tion) or inherent vulnerabilities of RF signals.

7. Defenses

As highlighted in Figure 16, nine defenses have been
reported in the literature: (D1) authenticating RF signals
[53–67]; (D2) detecting spoofed RF signals [5, 68–95];
(D3) securing satellite management processes [28]; (D4)
detecting and mitigating RF interference [42, 44, 95, 96];
(D5) mitigating RF eavesdropping [97–101]; (D6) detecting
jamming [102, 103]; (D7) providing intrusion detection ca-
pabilities [46]; (D8) preventing radiation-induced bit errors
[104]; (D9) applying traditional IT security mechanisms
[105–108]. We map them to the CFs and DFs as follows.

7.1. Control Flow Defenses

Defenses associated with CF.BUSM. This CF (Figure 4)
can be hardened by the following five defenses. (i) The
analysis and support module GM.A&S can employ D3 (se-
curing satellite management processes) to prevent attackers
from exploiting V4 (incorrect satellite EOL management),
by analyzing the location and state of EOL satellites to
provide a deorbiting flight command and a payload man-
agement command to sanitize the payload modules in the
satellite (e.g., powering off the communications payload
module SM.PCOMMS to prevent an attacker from using the
payload to jam the communications between other satellites)
[28]. (ii) The transmission module GM.TX can employ D4
(detecting and mitigating RF interference) to mitigate A5
(RF interference), such as physical-layer countermeasures
(e.g., manipulating physical-layer characteristics, such as

adding artificial noise, and modifying the power alloca-
tion at the receiver end) [42]. (iii) The communications
module SM.COMMS can also employ D4 to detect A5
[95, 96] and employ D6 (detecting jamming) to mitigate
A3 (RF jamming) [102, 103]. (iv) The command and data
module SM.C&DH can employ D7 (providing intrusion
detection) to detect A6 (denial of service), A7 (data injection
into SSA repository), and A9 (gain control of satellites)
[46]. (v) The electrical power module SM.POWER, the
propulsion module SM.PROP, the thermal control module
SM.THCTRL, the communications module SM.COMMS,
the attitude control module SM.ATCTRL, and the command
and data module SM.C&DH can employ D8 (preventing
radiation-induced bit errors) to mitigate A6 (denial of ser-
vice), which leverages directed energy to induce bit errors
[104].
Defenses associated with CF.REMM. This CF (Figure
5) can be hardened by employing D3 (securing satellite
management processes) at the analysis and support module
GM.A&S to protect V4 (incorrect satellite EOL manage-
ment) [28] from being exploited.
Defenses associated with CF.SUBSM. This CF (Figure
8) can be hardened by the following two defenses. (i)
The transmission modules, UM.TX and GM.TX, can em-
ploy D1 (authenticating RF signals) to mitigate A1 (RF
spoofing) [63–66]. (ii) The communications payload module
SM.PCOMMS can employ D4 (detecting and mitigating
RF signal interference) [44, 95, 96] to prevent A5 (RF
interference). SM.PCOMMS can also employ D6 (detecting
jamming) to mitigate A3 (RF jamming) [102, 103].
Defenses associated with CF.TIMES. This CF (Figure
10) can be hardened by employing D1 (authenticating RF
signals) at the communications module SM.COMMS to
mitigate A1 (RF spoofing), where D1 can leverage either the
physical characteristics of the signal received (e.g., signal
and power distortion) [68–74], noise spatial correlation [75],
Angle-of-Arrival [76], signal function [77–79], Direction-of-
Arrival [80], carrier-phase measurements [81], signal corre-
lation [82], and evaluating the time that takes the signal to
traverse from the satellite to the receiver [83].
Defenses associated with CF.SCI. This CF (Figure 12) can
be hardened by employing D4 (detecting and mitigating RF
interference) at the scientific payload module SM.SCI [44,
95, 96] to mitigate A5 (RF interference). SM.SCI can also
employ D6 (detecting jamming) [102, 103] to mitigate A3
(RF jamming).

7.2. Data Flow Defenses

Defenses associated with DF.TELEM. This DF (Fig-
ure 6) can be hardened by the following four defenses.
(i) The command and data module SM.C&DH employs
D7 (intrusion detection) to detect A6 (denial of service)
and A9 (gaining control of satellites) [46]. (ii) The arc
SM.COMMS→GM.RX (Figure 6) can be hardened by
employing D5 (mitigating RF eavesdropping) [98] against
A4 (RF eavesdropping), assuring the confidentiality of the
telemetry data sent over the RF channel. (iii) The reception
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Figure 16: Defense mechanisms studied in the literature and cast in the system model, where “Da (b)” means b instances
of defense Da can be employed at the module in question, where a ∈ {1, . . . , 9}.

module GM.RX can employ D1 (authenticating RF signals)
[53] to mitigate A1 (RF spoofing). (iv) The telemetry module
GM.TELEM can be hardened by employing D9 (traditional
IT security mechanisms) to mitigate A5 (RF interference),
assuring the integrity of the telemetry data [106].

Defenses associated with DF.ORBM. This DF (Figure 7)
can be hardened by two defenses. (i) The analysis and
support module GM.A&S can use D3 (securing satellite
management processes) [28] to mitigate A7 (data injection
into SSA repository). (ii) The mission analysis module
GM.MA can employ D9 (traditional IT security mecha-
nisms) to mitigate A7, preventing attackers from gaining
access to orbital data [107].

Defenses associated with DF.CHAO. This DF (Figure 9)
can be hardened as follows. (i) The transmission module
UM.TX can employ D1 (authenticating RF signals) to mit-
igate A1 (RF spoofing) and A2 (RF replaying), preventing
a rogue communications satellite from receiving sensitive
user data [63]. (ii) The reception modules, UM.RX and
GM.RX, can employ D1 to mitigate A1 and A2, pro-
tecting communications data between users [54]. (iii) The
arc SM.PCOMMS→UM.RX can employ D4 (detecting and
mitigating RF interference) [42] and D5 (mitigating RF
eavesdropping) [99] to mitigate A1, A2, A4 (RF eaves-
dropping), A5 (RF interference), and A6 (denial of service),
assuring confidentiality and availability of user data.

Defenses associated with DF.PNT. This DF (Figure 11) can
be hardened by five defenses. (i) The PNT module SM.PNT
can employ D8 (preventing radiation-induced bit errors)
to ensure the integrity of the PNT data that it produces.
This is important because GNSS satellites orbit through the
radiation-saturated Van Allen Belt [104], which could be

exploited by attackers to camouflage their attacks in terms
of the attack impact. (ii) The reception module UM.RX
can employ D1 (authenticating RF signals) [77–79] and D6
(detecting jamming) [96] against A1 (RF spoofing), A2 (RF
replaying), A3 (RF jamming), A5 (RF interference), and A6
(denial of service), assuring the availability and integrity
of PNT data to users. (iii) The mission analysis module
GM.MA can employ D1 (authenticating RF signals), such as
GNSS receiver fingerprinting, to mitigate A1 (RF spoofing)
and A2 (RF replaying), assuring the authenticity of the
PNT data [61]. (iv) The processing module UM.PROC can
employ D9 (traditional IT security mechanisms) to mitigate
A1 (RF spoofing) and A2 (RF replaying), by increasing
user awareness and recognition of false PNT data (e.g.,
a physical location derived from the PNT data substan-
tially differs from inertial navigation system data) [108].
(v) The arc SM.PNT→UM.RX can employ D4 (detecting
and mitigating RF interference) [42] and D5 (mitigating RF
eavesdropping) [99] to mitigate A3 (RF jamming) and A4
(RF eavesdropping), assuring confidentiality of the PNT data
and thus privacy of PNT users (i.e., their physical locations).

Defenses associated with DF.SCI. This DF (Figure 13) can
be hardened by the following three defenses. (i) The re-
ception module GM.RX can employ D2 (detecting spoofed
RF signals) [77–79] and D6 (detecting jamming) [96] to
mitigate A1 (RF spoofing) and A3 (RF jamming), assuring
the detection of malicious RF signals. (ii) The software
access module GM.SOFT can employ D9 (traditional IT
security mechanisms) to mitigate A6 (denial of service) and
A7 (data injection into SSA repository), protecting confi-
dentiality, integrity and availability of the data processed
in this module [105]. (iii) The arc SM.COMMS→GM.RX
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can employ D4 (detecting and mitigating RF interference)
[42] and D5 (mitigating RF eavesdropping) [99] to mitigate
A4 (RF eavesdropping) and A5 (RF interference), assuring
confidentiality and availability of scientific data.

The preceding discussion leads to:

Insight 3. Defending GNSS against spoofing attacks is most
studied in the literature, and physical layer detection
mechanisms (D2) are most popular.

As a caveat, Insight 3 pertains to academic literature. The
popularity of GNSS defense in academic literature perhaps
can be explained by Insight 2, namely that PNT broadcast
data flow is most attacked in the literature.

8. Discussion

Connecting the “Dots.” This corresponds to a meta analysis
of Sections 5-7, which exhibits the bigger picture. Figure 17
maps mission CFs/DFs, vulnerabilities, attacks, and defenses
systematized above. The usefulness of the mapping can be
seen as follows. First, the mappings are largely many-to-
many, indicating complexity of space cyber problems.

Second, by looking at the mission column and the map-
ping between it and the vulnerability column, we observe
that CF.REMM, CF.SUBSM, and CF.TIMES have not been
studied in security literature. We also observe how vulnera-
bilities are associated with the CFs and DFs, namely which
CFs and DFs are impacted by which vulnerability. This
paves a way for measuring the impact of a vulnerability
when exploited, including the vulnerable and affected mod-
ules as per CVSS [109]. By looking at Figure 14, we observe
the space segment has the most number of vulnerability
instances (nine in total), while the ground and user segments
have the least number of vulnerability instances (three in
each case). However, this does not necessarily mean the
ground or user segment is more secure than the space
segment because, for instance, the former might be an easier
target because (e.g.) the ground station component is often
connected to the Internet as shown by CF.REMM).

Third, by looking at the vulnerability column and the
mapping between it and the attack column, we observe that
V2 (lack of authentication) is the most exploited vulner-
ability. By further looking at Figure 15, we observe: (i)
an attacker can exploit two vulnerability instances of V3
(use of insecure protocol) in the ground segment to cause
consequences to the space segment; (ii) the exploitation of
11 vulnerability instances in the space segment requires
the attacker to have access to the ground segment; (iii)
among the other vulnerability instances, only one instance
can impact the space segment via the user segment (e.g.,
an attacker establishes a legitimate communication channel
with the space segment by leveraging sensitive user channel
subscription data). This paves a way for analyzing the likeli-
hood that a vulnerability will be exploited, while leveraging
subject matter expertise as in the current practice [110].

Fourth, by looking at the attack column and the mapping
between it and the defense column, we observe: (i) which
attacks can be mitigated by which defenses; (ii) there is

a lack of studies on attacks that can physically damage
satellites and defenses against them; (iii) there is one-to-
one mappings between D2 (detecting spoofed RF signals)
and A1 (RF spoofing), between D4 (detecting and mitigating
RF interference) and A5 (RF interference), and between D5
(mitigating RF eavesdropping) and A4 (RF eavesdropping);
(iv) D1 (authenticating RF signals) can mitigate A1 (RF
spoofing), A2 (RF replaying), and A4 (RF eavesdropping);
and (v) D6 (detecting jamming) can mitigate A3 (RF jam-
ming) and A5 (RF interference).

Fifth, by looking at the defense column and leveraging
the categorization of defenses in [111], we observe pre-
ventive and reactive defenses are most prominent in the
literature, while proactive defenses are less investigated.
By further looking at Figure 16, we observe that the user
segment is the most investigated (43 defense instances in
total), perhaps because it is less proprietary than the space or
ground segment. These 43 instances belong to D1 (authen-
ticating RF signals), D2 (detecting spoofed RF signals) and
D4 (detecting and mitigating RF interference), meaning user
segment defenses are mainly geared towards RF attacks.

The preceding discussion leads to:

Insight 4. Attackers targeting the space segment have
mainly pivoted through the ground segment; i.e., hard-
ening the ground segment is an effective approach to
protecting the space segment from cyber attacks.

Insight 5. Current academic research mainly focuses on
attacks and defenses of RF-related modules.

Future Research Directions. The preceding systematiza-
tion leads to four research directions. The first direction is
to investigate space infrastructures models. Our model is
described at the module level of abstraction. How should
the model be refined to a finer granularity and what is the
optimal granularity?

The second direction is to refine the study on missions.
We focus on some representative mission CFs and DFs.
What is the complete, or as comprehensive as possible set
of mission CFs and DFs? This is challenging because the
classic textbook [16] on space engineering only provides a
couple examples of something similar to our DFs, but lacks
both technical details and consistent levels of abstraction.
Another question is: How can we completely understand the
interdependency between the components and/or modules
in space infrastructures? For example, the electrical power
module SM.POWER is not in the CF.SUBSM (subscription
management) but can affect the latter because the command
and data module SM.C&DH depends on SM.POWER to
supply an appropriate voltage and sufficient amperage. Un-
derstanding these interdependencies is the first step towards
taming space infrastructures resilience.

The third direction is to deepen our understanding of
space infrastructure vulnerabilities and attacks. There are
many open problems: What are the space-specific software
and human vulnerabilities? What are the space-specific
communications vulnerabilities? What are the space-specific
supply chain vulnerabilities? What are the space-specific
network-level, operating system-level, and application-level
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Figure 17: Mapping of missions in terms of their CFs and DFs, vulnerabilities in terms of their classes, attack in terms of
the segments they target, and defenses in terms of their nature, where pink boxes indicate topics that have not been studied
in the security literature yet. The colors of the connections have no special meanings than helping distinguish between the
lines (i.e., the lines associated with the same node on the left are in the same color).

attacks (e.g., remote code exploitation, API exploitation)?
Which attacks exploiting space-specific management vul-
nerabilities do not have counterparts in the IT networks?
What is the attack surface of satellite conjunction-prevention
systems and how to minimize it? How should we mea-
sure the impact of vulnerabilities? As mentioned above,
we propose to quantify it via their direct impact on the
vulnerable module and cascading impact on other modules.
In Figure 15, we made a conservative assumption about
attack consequences because in principle, any module that
is subsequent to the attack point (i.e., a module) in a CF/DF
would be impacted. We plan to conduct experiments to
validate this observation and measure the degrees of impacts.

The fourth direction is to investigate defenses. How
should the user segment employ defenses to detect jamming
attacks? How should we design ground segment defenses
(e.g., input sanitization, access control, data execution pre-
vention) to mitigate data injection and RF spoofing attacks?
How should we design space segment defenses (e.g., real-
time code analysis) to mitigate physical damage and satel-
lite control attacks? How should we harden the existing
or legacy space infrastructures and systems against cyber
attacks? How can we make space infrastructures and systems
resilient against cyber attacks? How can we make space-
enabled communications resilient against jamming attacks?
How can we leverage isolation to contain the impacts of
attacks at the segment, component, and module levels?

Common to the four directions are three fundamental
problems: defining metrics, building models, and experimen-

tal validation. In terms of defining metrics, there have been
some substantial effort, including academic endeavors (e.g.,
[111–113]) and industrial endeavors (e.g., [109]). However,
we anticipate a long journey to tackle this notoriously diffi-
cult problem. In terms of building quantitative space cyber
risk models, there are early-stage endeavors (e.g.,[110, 114–
117]). In terms of experimental validation of the theoretical
models, there are initial proposals (e.g., [64, 118]).

9. Conclusion

We have presented a systematization of space infras-
tructures via five aspects: model, missions, vulnerabilities,
attacks, and defenses. The systematization accommodates
three levels of abstraction (i.e., mission vs. segment vs. com-
ponent). Missions, infrastructure-level and application-level
alike, are specified via their control flows and data flows,
which serve as a basis for describing space infrastructures
vulnerabilities, attacks, and defenses, as evidenced by the
ones that are described in 87 literature studies. The system-
atization leads to a number of insights and future research
directions, which hopefully will inspire more studies on the
important topic of space cybersecurity.
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Appendix A.
Meta-Review

The following meta-review was prepared by the program
committee for the 2025 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

A.1. Summary

This paper provides a systematization of space infras-
tructure cybersecurity. It introduces a threat taxonomy of
attacks on satellite missions, the user, ground, and space
segments, and the modules within each segment. The con-
cepts of mission control flows and mission data flows are
introduced to map vulnerabilities to specific operational
functions based on an analysis of 87 prior works.

A.2. Scientific Contributions

• Provides a Valuable Step Forward in an Established
Field

A.3. Reasons for Acceptance

1) A well-executed methodology and systematization
that provides a clear framework that simplifies the
inherently complex space infrastructure environ-
ment.

2) Creates a new taxonomy for reasoning about satel-
lite cybersecurity, which is a timely area to in-
vestigate given the rapid commercialization of the
sector.

A.4. Noteworthy Concerns

1) The authors limit their discussion to primarily aca-
demic papers and do not provide a taxonomy of
work that has occurred in industry, where a lot of
the significant advances in space technologies are
being made.

2) The paper focuses disproportionately on GNSS.
While this has been a large area of academic
research, the author should be careful to clarify
and frame these findings as representing just one
component of what could be many attack surfaces.

3) There is no discussion of how to quantify risk and
vulnerability impact. The authors should discuss
efforts that have been made to develop risk metrics
in the space cybersecurity environment and describe
which may be the most effective, particularly in the
context of the taxonomy.

Appendix B.
Response to the Meta-Review

• Response to Noteworthy Concern 1): We have con-
ducted a systematic study on real-world cyber at-
tacks against space infrastructures and systems [6],

the outcome of which has been incorporated into the
SPARTA space cyber attack database. Our ongoing
research will likely lead to a substantially extended
space cyber attack dataset, which will be incorpo-
rated into the SPARTA database as well.

• Response to Noteworthy Concern 2): In terms of the
discussion on literature results, the disproportion is
a natural reflection of the reality that GNSS is the
most studied topic.

• Response to Noteworthy Concern 3): In the revised
version, we have added a discussion on this topic.
However, the status quo is that this topic is little
understood, as evidenced by the fact that, to our
knowledge, developing (most) effective risk metrics
in space cybersecurity is an open problem and ac-
tive research field. This can be evidenced by the
fact that our research on quantitative space cyber
risk management [110] has been incorporated into
SPARTA version 1.6 in March 2024. Our ongoing
research will lead to (at least) a new space cyber risk
management framework, which is anticipated to be
incorporated into the SPARTA standard as well.
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