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Abstract—Decompilers play a crucial role in the detailed
analysis of malware or firmware, particularly because
control-flow structuring allows the recovery of high-level
code that is more readable to human analysts. Despite the
ongoing debate over their usage of gotos to work around con-
straints during control-flow structuring, pattern-matching
approaches remain prevalent among both commercial and
open-source decompilers. With the emergence of pattern-
independent restructuring techniques, various attempts have
been made to overcome readability limitations, especially
concerning the use of gotos. However, despite these advances,
recent approaches often fail to thoroughly address several
inherent challenges of control-flow structuring, thereby af-
fecting output quality or practicality.

In this paper, we systematize the intrinsic challenges of
control-flow structuring that every approach must address.
In addition, we review existing methods, comparing them,
while highlighting both their advantages and limitations with
respect to these challenges. Specifically, we emphasize the
practicability issues of current pattern-independent restruc-
turing techniques and discuss whether and how future meth-
ods might overcome them. Finally, we explore the theoretical
potential to mitigate some of these challenges by suggesting
methodology ideas for various aspects of control-flow struc-
turing. Overall, this paper enables other researchers to make
informed decisions when developing or enhancing control-
flow structuring methods, thereby preventing negative side-
effects arising from the interdependence of challenges.

Index Terms—decompilation, control-flow recovery, control-
flow structuring, reverse engineering, static analysis

1. Introduction

In numerous instances involving binary analysis, the
source code is inaccessible, particularly in the context of
malware analysis [58]. To fully comprehend the binary
and achieve the desired analysis objectives, analysts typ-
ically employ a decompiler to generate a high-level rep-
resentation that accurately reflects the program semantics,
ensuring an accurate reflection of its intended operations
and behaviors [49]. Although there are other use cases,
including recompilability [66], the predominant focus of
this paper is on decompilation from the perspective of
manual analysis, emphasizing the importance of clarity
and readability [8], [25]. In light of the significance of
this analysis step, there is a plethora of decompilers
and decompilation approaches that focus on facilitating
manual analysis [4], [7], [12], [27], [38], [73].
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While these decompilers often use similar data-flow
analyses, there are notable differences and limitations in
the crucial step of control-flow structuring [23]. This step
is essential for converting control-flow graphs to high-
level structures in order to gain clarity and organiza-
tion [63]. By converting these graphs into clear, high-
level code with essential constructs such as loops and
if-conditions, the readability is improved and the effi-
ciency of analysts is notably increased [67]. Usually, cur-
rent methods for reconstructing high-level programming
structures fall into two categories: Pattern-matching and
pattern-independent, each having its own benefits and jus-
tifications. Unfortunately, achieving a perfect solution is
merely possible, consequently necessitating certain trade-
offs [23]. Although each design choice can be justified
within a specific context, they result in inherent limitations
that need to be thoroughly discussed.

Pattern-matching approaches are commonly used in
both commercial and open-source decompilers [38], [51],
as they provide a reliable and practical way to produce
decompiled output. This is achieved by maintaining a
collection of predefined patterns, with each pattern match-
ing a subgraph, that can be directly interpreted as C-
structures. However, due to the magnitude of different
compiler versions, settings, and optimizations, compiling
a comprehensive pattern-set is an extremely challenging
task, even for state-of-the-art decompilers. As a result,
for subgraphs that do not fit any existing pattern, these
techniques can introduce gofos, even when a simple C-
structure is available. Unfortunately, this can result in an
output that is much less readable [22].

With the introduction of DREAM, pattern-independent
restructuring approaches have emerged as potential so-
lutions to the aforementioned problems [27], [35], [73].
Although these methods do not depend on predefined pat-
terns, they may suffer from runtime issues when applied to
large functions or deliver suboptimal results. Nevertheless,
it is important to acknowledge that, due to the inherently
academic orientation of these methods, practicability is
often not their primary goal. In fact, most of these ap-
proaches are able to achieve their goal of producing a
goto-free decompiler output. However, in order to achieve
this objective, they frequently employ techniques such
as introducing structural variables, which can uninten-
tionally increase cognitive complexity [9]. In conclusion,
depending on the specific case, the output might be more
readable than that generated by pattern-matching methods,
but understanding the constructs introduced to avoid gotos
can be even more time-consuming.



The shortcomings inherent in both types of approaches
have been addressed by various researchers proposing a
variety of different modifications and adaptations [4], [27],
[35], [71]. Specifically, most of these strategies pinpoint a
particular flaw in current methods and aim to address it ac-
cordingly. However, although one particular aspect is often
successfully improved, the accompanying limitations and
issues are not always adequately examined or discussed.
For example, both approaches, pattern-matching [38] and
pattern-independent [21], [35], may duplicate parts of
the code to reduce the number of gotos. Nevertheless,
there has been no comprehensive discussion on how this
enhances readability and when it complicates analysis;
because duplicating code can clearly reduce the amount of
gotos but also inevitably increases code size. Specifically,
in cases where complex structures or long code segments
are duplicated, such a strategy becomes questionable.

The problem with contemporary approaches seems
to be their heavy reliance on established ideas while
still constraining themselves by only considering a subset
of available approaches. Whether these limitations are
intentional or accidental is often unclear, as they are
usually not discussed. In particular, approaches frequently
fail to adequately address several challenges when recov-
ering high-level structures from the control-flow graph.
Although some methods successfully address specific as-
pects, their authors frequently overlook other problems
or fail to consider potential downsides, focusing only
on the advantages. This, combined with the fact that
many authors do not clearly state the limitations they
(un)knowingly accepted, makes it difficult to compare or
pursue new approaches. In order to address this problem
effectively, we argue for the necessity of compiling a
comprehensive list of known challenges associated with
control-flow structuring.

In this paper, we thoroughly investigate existing re-
search on control-flow structuring to allow for better
categorization and understanding of existing approaches.
Furthermore, this enables for a more objective and ac-
curate comparison of existing approaches. In addition,
this facilitates conscious decisions during the development
or improvement of methods for control-flow structuring.
Overall, we make the following three contributions:

I: We identify which decisions must be made during
control-flow structuring and outline the four main
challenges that arise (see Figure 1). Additionally, we
highlight that they are interdependent and inherently
unsolvable, implying that each method must balance
trade-offs between output quality and practicability.
Building on the previously identified challenges, we
examine current approaches in order to allow for a
better comparison. This involves highlighting both
the advantages and limitations of the various meth-
ods. Here, we specifically highlight undiscussed lim-
itations of pattern-independent approaches.

We discuss potential solutions to these challenges and
limitations from a theoretical point of view. Although
this theoretical proposal still needs to resolve certain
decisions, such as determining when to duplicate,
it can be customized for various requirements and
forms a robust base for future research.

1I:

III:
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Challenge 1:
Definition of
Resolvable Subgraphs

Make sure that no subgraphs
are ignored that would have
lead to better output

Challenge 2: Employ gotos, code duplica-
. tion, condition duplication,
Handhng Non- and/or structural variables to

Resolvable Subgraphs

make subgraphs resolvable

Translate subgraphs in an

order that yields an optimal
output, with regards to the
respective objective

Challenge 3:
Decide on Subgraphs
Resolving Order

Challenge 4:
Maintain Real-World
Practicability

Use heuristics and tradeoffs in
order to allow an application on
real-world samples

Goal: Optimize Output & Practicality

Figure 1: The four challenges in control-flow structuring.

2. Related Work

Control-flow structuring, or high-level control-flow
recovery, remains a pivotal aspect of the decompilation
process and thus has been a significant research area for
many years. While translating high-level control-flow con-
structs into a control-flow graph is comparatively straight-
forward, performing the reverse, control-flow structuring,
is considerably more challenging. Specifically, the lossy
compilation process, along with various compiler opti-
mizations, poses major obstacles in identifying these high-
level control-flow constructs. Generally, methods work by
iteratively converting a subgraph of the control-flow graph
(in short CFG) into C-structures and then contracting the
subgraph into a single node. This process continues until
the complete CFG is translated, i.e., contracted into a
single node. In the following, we will provide an overview
of relevant existing research on control-flow structuring.

A major portion of the techniques relevant to modern
approaches originate in the research area around data-flow
analysis and compilation [1], [18]-[20], [41], [59], [62].
Specifically, interval analysis was initially introduced for
compilation purposes [18], [19] and later expanded by
structural analysis [62], and similar high-level data-flow
analysis techniques [59]. Essentially, structural analysis,
or pattern-matching approaches, identifies specific sub-
graphs, known as patterns, within the CFG that can be
transformed into code constructs such as if statements
or loops. Building on this concept, Cifuentes [14]-[17]
established the foundation for modern decompilers that
use pattern-matching to translate subraphs of the CFG
into high-level control-flow structures [4], [7], [38], [51].
Notably, the structure of the CFG can sometimes prevent
the existence of subgraphs that match any pattern, neces-
sitating the use of alternatives like gotos to proceed with
the recovery process of high-level structures.

Since then, several decompilers, such as Ghidra [51]
and Hex-Rays [34], have been developed on the basis of
this concept, with many efforts to further enhance them.
For example, graph transformations have been utilized to
improve the identification of subgraphs that match specific
patterns [7], [38]. Moreover, various methods have been
suggested to avoid gotos or reduce the complexity of the
code. One such method employed by Hex-Rays involves



Region Identification Utilized Modifications

Particularities & Main Limitation

Pattern-independent with

. . No structural variables
single entry/succ. regions

Binary Ninja [65]

Pattern-independent with Using no gotos and

Cnratt L] SISO C dominance region no code duplication
Pattern-independent with  Using no gotos and
DRE A dominance A SISO regions no code duplication
Ghidra [51] Pattern-matching Using solely gotos
. Using gotos and
Hex-Rays [35] Pattern-matching some code duplication
Phoenix [7] Pattern-matching Using soley gotos
radare2 [50] Pattern-matching Using soley gotos
RetDec [260] Pattern-matching Using soley gotos
Pattern-independent with .
rev.ng [35] ; 5 Using no gotos
extensive preprocessing
SAILR [4] Pattern-matching sy (0EER) G| ST

code (de)duplication

Duplicating inside regions but not to get new ones; ignores single

exit regions potentially leading to missing regions and poor output.
Always structuring the whole smallest (n > 2) SISO region, which
can lead to large regions & conditions causing long computations.
Missing SISO regions by only considering the dominance region, which
results in large regions & conditions causing long computations.
Seemingly strict patterns and issues with loop-structuring

resulting in potentially missing regions that may cause poor output.
Despite the seemingly larger pattern set & improved loop-structuring,
still potentially missing regions that may cause poor output.

Although extending loops to reduce gotos, the limited amount of pat-
terns potentially leads to missing regions that may cause poor output.
Restricted pattern-set results in missing high-level structures and, com-
bined with nearly no data-flow optimizations, in assembly-like output.

Structuring seems not to be the main focus; utilizing only very few
patterns & potentially missing regions that may cause poor output.
Duplicating code to manage region-size & runtime, potentially
resulting in output containing a lot of duplicated code.

Optimizing source code proximity by reverting compiler optimizations;
still potentially missing regions that may cause poor output.

TABLE 1: Overview about decompilers, each with an assessment of region identification, utilized modifications, and
particularities and resulting limitations (based on corresponding papers, available documentation and our observations).

the duplication of return-statements. Engel et al. [29] also
successfully reduced the number of gotos by extending
structural analysis to account for C-specific control state-
ments like break, continue, and return. Additionally, the
Phoenix decompiler [7] aimed to reduce gotos by propos-
ing an iterative refinement approach: initially handling all
nodes matching a pattern before executing a last resort
refinement that removes an edge from the graph while
preserving the control-flow using gotos. In this process,
they prioritize edges where the source does not dominate
the sink, nor does the sink dominate its source, over re-
moving an arbitrary edge. Recently, the authors of SAILR
proposed only removing gotos introduced by compiler
optimizations, essentially performing de-optimizations to
enhance the decompiler output [4].

As the first pattern-independent approach, DREAM
proposed an alternative to structural analysis that oper-
ates without predefined patterns and generates decompiler
output without gotos [73]. Unlike methods that depend on
predefined patterns, their approach involves using a more
flexible definition of subgraphs that can be translated into
high-level C-structures. Essentially, if a subgraph has a
single entry and a single successor, it can be translated into
a C-structure. To ensure that it iS semantics-preserving
and to avoid gotos, DREAM duplicates certain conditions
and introduces new variables and conditions accordingly.
Since the initial DREAM proposal, several variations
of pattern-independent restructuring have emerged [27],
[35]. In particular, rev.ng [35] presented another pattern-
independent and goto-free restructuring approach by al-
lowing duplication of code and introducing structural vari-
ables. These methods help to achieve a well-formed CFG,
where each node and its successors in the dominator-tree
can be transformed into a natural C-structure. Recently,
Binary Ninja [68] significantly enhanced their high-level
control-flow recovery technique by integrating a combi-
nation of rev.ng [35] and DREAM [73]. Given a single-
entry, single-successor region, they translate it into a graph
where each node has at most one predecessor, or into a
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graph containing a subgraph that satisfies this property, us-
ing code and condition duplication alongside the inclusion
of gotos. Such graphs can be easily translated, provided
that the innermost possible region is translated first. In
summary, not all pattern-independent methods avoid go-
tos; in fact, some approaches do utilize gotos additionally
to structural variables, code or condition duplications [68].

During the research for this paper, we have reviewed
numerous additional decompilers and approaches, includ-
ing, but not limited to, [5], [6], [32], [50], [61], [66]. How-
ever, instead of detailing each of them, we will generally
focus on providing meaningful examples and illustrations
to demonstrate our key points, primarily because many
share similar concepts or emphasize alternative readabil-
ity features aside from control-flow structuring. Table 1
provides a summary of the decompilers with existing and
working implementations that we analyzed more thor-
oughly and will cover in our evaluation in Section 4.5.

Of course, there are several other areas of decompila-
tion that do not directly relate to control-flow structuring
and, as such, are not elaborated upon in detail in this
section. For example, multiple studies have been published
on the assessment of decompiler accuracy, efficiency, and
quality [1 1], [30], [48], [76]. Additionally, there have been
various approaches to improve decompilation apart from
control-flow structuring. In particular, several approaches
have been suggested for the recovery of types [44], [40],
[47], [64], [74], [75]. Correspondingly, numerous studies
have focused on meaningfully naming recovered variables
and/or functions to enhance the clarity of the decompiler
output [24], [36], [40], [43], [52], [70].

Finally, there have been various approaches to ap-
plying machine learning to end-to-end decompilation [3],
[10], [33], [42], [45]. Recently, there have also been efforts
to use large language models to improve the output of
decompilers [39]. While there are no known machine
learning methodologies tailored explicitly for control-flow
structuring, end-to-end decompilation techniques inher-
ently encompass some form of control-flow structuring.
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3. Foundations and Definitions

While we assume familiarity with the key elements
of CFGs, we include some explanations that may not
be standard. Importantly, we provide a concise overview
of the fundamental concepts that we consider essential
for understanding the remainder of this paper. Moreover,
we introduce some specific definitions that we utilized to
simplify the subsequent sections and are thus essential for
comprehension.

First, entries and exits (or successors) in a CFG define
where control-flow enters and leaves subgraphs, while
sources and sinks of edges represent the start and end
points of control-flow between nodes. Here, back-edges
point back to an earlier node in the CFG, often indicating
the presence of loops within the flow, which is character-
istic for cyclic graphs. In contrast, an acyclic graph lacks
back-edges, representing linear code without loops.

As already mentioned, recovering high-level structures
is not always straightforward and may necessitate the
manipulation of the CFG, for example, by introducing
gotos. We denote the C-structures into which subgraphs
can be translated without such manipulations as natural
C-structures. While each pattern from pattern-matching
methods can be translated into a natural C-structure,
this is not true for every subgraph handled by pattern-
independent methods. However, the inherent properties
of high-level structures ensure a clear sequence of code
execution, thus necessitating the same for a subgraph to
be resolvable into such a natural C-structure.

Accordingly, we define subgraphs that have a single-
entry and either a single-successor or single-exit as SISO
(single-in, single-out) regions. Additionally, because all
C-structures have a single-entry, all cyclic subgraphs with
multiple entries, also known as an irreducible graph, need
to be converted into a reducible graph. Previous research
demonstrated that code duplication can convert any irre-
ducible graph into a reducible one [2], [20], creating a
subgraph with one incoming edge from which all other
nodes are accessible.

Finally, we note that any connected subgraph where
at most one node has predecessors outside the region
(denoted entry node) can be transformed into C-structures,
if necessary, by manipulations as follows. For instance,
any such CFG can be transformed using statements of the
form if (condition) goto Label; to virtualize
all edges, meaning that they are replaced by guarded
gotos. This also implies that the same can be achieved
for every such subgraph using only structural variables,
which essentially encode the control-flow state of the
program, enabling transitions between blocks based on
the value of these structural variables [31], [53], [57].

Similarly, a well-structured CFG can be obtained by
duplicating nodes until each node, excluding back-edges,
has an in-degree of one or less, by replicating nodes with
higher in-degree. Moreover, DREAM demonstrated that
every single-entry subgraph can be translated to a C-
structure solely with condition-duplication, through their
multiple-exit restructuring for subgraphs with various suc-
cessors and in combination with their general restructur-
ing. However, because all of those strategies are very
unlikely to yield a comprehensible output, no sensible
decompiler would resort to such extremes.
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4. Challenges in Control-Flow Structuring

Every control-flow structuring method, whether exist-
ing or prospective, must navigate a set of decisions or
challenges, listed in Figure 1. Initially, some of these
choices may appear straightforward and, depending on the
objective, they may indeed be. For example, if readability
is of no concern whatsoever, the control-flow graph can
be transformed by using gotos to encode every edge of the
graph (see Section 3). However, decompilers generally do
have requirements, such as producing readable code to
facilitate analysis, which significantly aggrevates making
good choices when designing those approaches. Overall,
we have identified four key decisions that need to be
addressed during control-flow structuring:

1. Which subgraphs can be translated
into a natural C-structure?
How to handle subgraphs that cannot
be translated into natural C-structures? see Section 4.2
Which subgraphs should be translated
into C-structures in which order?
Can the approach be considered
practical for real-world scenarios?
The first three decisions present significant challenges
that directly affect the decompiler’s output, where hasty
choices might negatively influence the readability of the
output. In contrast, the fourth decision deals primarily
with the practical applicability of the approach. Naturally,
these decisions can also greatly affect one another, such
as the practicality limiting the available choices during
the control-flow structuring phase. To the best of our
knowledge, existing research for control-flow structuring
usually discusses only a portion of these challenges, al-
though all approaches must inevitably address all of them.
We suggest that for a thorough understanding and com-
parison, future control-flow structuring approaches should
carefully evaluate each of the four decisions.

Throughout the remainder of this section, we will
examine each of the decisions along with the associated
challenges we derived from related work, i.e. similari-
ties/differences between existing approaches and unmen-
tioned limitations. Furthermore, for each challenge, we
will outline the corresponding limitations of current ap-
proaches. Finally, we will provide a summary of the im-
pact of combining different choices on the overall output
of decompilation approaches.

see Section 4.1

2.

3.
see Section 4.3

4,

see Section 4.4

4.1. Definition of Resolvable Subgraphs

The first challenge of control-flow structuring arises
from the division of current approaches into two cate-
gories: those that are pattern-independent and those that
rely on pattern-matching. The existence of both suggests
a difficulty in defining and identifying resolvable regions,
i.e., in establishing what constitutes a resolvable subgraph
or region, which is a subgraph that can be directly trans-
lated into natural C-structures. Depending on whether the
control-flow structuring works in a pattern-independent
way or with pattern matching, a definition of this or the
generation of patterns for all resolvable regions becomes
essential. Unfortunately, currently there is no universally
practical solution for acyclic and cyclic regions to define
a set of all resolvable regions or their characteristics.
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Figure 2: Transforming a single-successor to a single-exit
region and vice versa; The node h denotes the single-entry
and node s the single-successor or -exit, while e is a newly
inserted, empty dummy node.

A fundamental requirement for regions to be resolv-
able, agreed upon by all current methods, is the presence
of a single-entry point, as all natural C-structures specify
the initial segment of code to be executed. Although
natural C-structures inherently have a single-successor,
indicating a clear post-structure execution path, a region
must have either a single-successor or a single-exit to be
resolvable. This is due to the fact that any single-successor
region can be transformed into an equivalent region with a
single-exit, and vice versa, by inserting an empty dummy
node, as illustrated in Figure 2. However, not all subgraphs
that have those two properties correspond to a natural
C-structure. Next, we will highlight the challenges of
defining acyclic and cyclic resolvable regions separately.

First, given an acyclic subgraph, determining whether
it is resolvable is nearly unfeasible. Essentially, predefin-
ing all subgraphs that correspond to natural C-structures
is practically impossible, a fact that is frequently demon-
strated by modern decompilers utilizing pattern-matching.
Despite there being a fixed number of natural C-structures,
the potential variations resulting from compilers or obfus-
cators tampering with the control-flow graph, are endless.
Therefore, even producing all subgraphs resulting from ev-
ery natural C-structure does not account for variations that
arise from various optimizations. For instance, a single
natural C-structure can be compiled into subgraphs that
differ from the trivial one, as demonstrated in Figure 3.
Attempting to translate every possible acyclic subgraph
that meets the SISO criteria into natural C-structures is
impractical due to the necessity of aligning each sub-
graph with a natural C-structure. Even though this may
be feasible for some subgraphs, determining whether a
valid natural C-structure exists for a specific subgraph
can be inherently difficult. In other words, the failure to
easily translate the subgraph does not necessarily imply
that there is no suitable natural C-structure; in fact, such
a conclusion cannot be reached trivially. Additionally,
this translation process might require the sequencing or
nesting of multiple C-structures to properly align with the
subgraph, or the computation of the conditions needed
to access each node; both of these scenarios are either
impractical or will likely yield suboptimal results.

Second, for cyclic regions, determining which nodes
belong to the loop structure is neither straightforward nor
is it possible to make this decision optimally within the
function context. Whenever there is a cycle in the control-
flow graph, the control-flow structuring algorithm needs to
translate a loop structure. Although every node that is part
of a cycle must be included in a loop structure, it might be
necessary to include nodes that are not part of any cycle
into the loop structure to achieve a natural or an optimal
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C-structure. Besides, representing a loop by one circle is
too restrictive, as loops are not necessarily disjoint, can
be nested, or consist of multiple cycles due to continue-
statements [37]. In contrast to acyclic regions, it is feasible
to determine whether a cyclic region can be translated by
making sure that the loop’s back-edges conclude at the
entry of a region that meets the described SISO criteria.
However, a resolvable region does not always ensure that
it will yield the best-possible output.

In conclusion, it seems impossible to find all acyclic
resolvable subgraphs, and failure to translate a subgraph
does not imply that it is not resolvable. Also, while we
can determine whether a cyclic region is resolvable, this
does not imply that choosing it produces the best output.

4.1.1. Limitations of Current Approaches Regarding
the Definition of Resolvable Regions. To the best of
our knowledge, all existing control-flow structuring meth-
ods have limitations regarding the definition of both
acyclic and cyclic regions. Generally, there are two distinct
ways in which approaches manage acyclic regions. First,
pattern-matching techniques implicitly define a resolvable
region as a subgraph that fits one of many predefined
patterns [7], [13], [38], [51], with each pattern being trans-
lated into a natural C-structure. However, as already noted,
obtaining a complete set of patterns is impractical, as
demonstrated by even state-of-the-art decompilers repeat-
edly failing to handle certain subgraphs. As a consequence
of missing patterns, such approaches will have to cope,
e.g. by emitting gotos, with suboptimal decompiler output
leading to potential readability issues. For instance, at the
time of writing, the control-flow graph in Figure 3a is not
translated into a natural C-structure by Ghidra and SAILR
(see Figures 3c and 3d), despite the existence of one. It is
clear that the resulting output does not utilize the available
C-structures as effectively as it could, opposed to pattern-
matching approaches such as dewolf in Figure 3b.

Second, in contrast to the above, pattern-independent
methods employ explicit definitions for resolvable regions,
meaning they consider all subgraphs that possess a single-
entry and a single-successor [35], [68], [73]. However,
as mentioned previously, not every such subgraph is
actually resolvable; some regions require modifications
before being translated into C-structures. Therefore, since
these methods do not differentiate between resolvable and
non-resolvable acyclic regions, they may unconsciously
suffer from the possible negative effects of the transforma-
tions needed to make a non-resolvable region resolvable.
For example, DREAM treats both resolvable regions and
regions where conditions are duplicated to make them
resolvable identical, while simultaneously complicating
the output of the latter. Similarly, Binary Ninja trans-
lates every single-entry, single-successor subgraph into C-
structures using code-duplication, condition-duplication,
and gotos if necessary. Finally, rev.ng duplicates code and
introduces structural variables in their preprocessing to
achieve a well-structured graph that can then be translated
into natural C-structures. All these methods introduce
additional complexity and could likely be optimized by
explicitly considering the differences between resolvable
and non-resolvable regions.

For cyclic regions, all existing pattern-independent
approaches only consider a single-entry, single-successor



testl (al) {

1
2 printf("1");
3 if (al > 6){ 1 testl(al) {
4 if (al == 125){ 2 printf("1");
1 testl(al) { 5 printf("7"); 3 if (al <= 6) {
2 printf("1"); 6 return printf ("9"); } 4 switch (al) {
3 switch(al) { 7 Ll: 5 case 2:
4 case 2: 8 printf("8"); 6 printf("2");
5 printf("2"); 9 return printf ("9"); } 7 return printf ("9");
6 break; 10 if (al < 2) {
1 goto L1; } 17 case 6:
16 case 6: 2 switch (al) { 18 printf("e");
17 printf("6"); 13 case 2: 19 return printf ("9");
18 break; 14 printf ("2"); 20 default:
19 case 125: 15 break; 21 printf ("8");
20 printf("7"); 2 }
21 break; 25 case 6: 23 return printf ("9"); }
22 default: 26 printf("e"); 24 else if (al != 125) {
23 printf ("8"); 27 break; 25 printf("8"); }
24 } 28 default: 26 else {
25 v = printf ("9"); 29 goto L1; } 27 printf("7");
26 return v; } 30 return printf ("9"); } 28 return printf ("9"); } }
(a) CFG (b) dewolf (c) Hex-Rays (d) SAILR

Figure 3: An exemplary CFG that does not obviously match a natural C-structure. While the pattern-independent approach
dewolf recovers a natural C-Structure, namely a switch, as in the source code, Hex-Rays duplicates the return and uses
a goto for the default, whereas SAILR duplicates the default and the return to avoid gotos. In contrast, Ghidra uses
multiple gotos by not duplicating any code. All outputs have been standardized to highlight the structural differences.

loop-region, thereby overlooking loop-regions with a
single-exit. Furthermore, they greatly restrict their options
by treating loops within the same definition of resolvable
regions, which should be considered separately, as we will
discuss in more detail in Section 4.3. Pattern-matching
methods also constrain themselves by only including loop-
nodes in resolvable cyclic regions since the introduction of
dcc [13], [15]. Although there have been extensions over
the years that allow additional nodes within the region
(cf. [7]), none have yet considered all possible resolvable
regions. For example, the Phoenix decompiler, which also
underpins SAILR, presumes the loop-successor to be the
successor of either the back-edge source or sink (loop-
head). Observations also indicate that Ghidra and Hex-
Rays do not adequately extend each loop, leading to the
introduction of gotos despite the existence of a resolv-
able region as also illustrated by Figure 6b. In summary,
both method-types could benefit from revised, explicit
or implied, definitions of resolvable and non-resolvable
(a)cyclic regions and their proper consideration.

4.2. Handling Non-Resolvable Subgraphs

The second challenge in control-flow structuring arises
from the existence of the two categories of approaches:
those that either emit or avoid gotos. This extends to the
broader challenge of managing non-resolvable subgraphs,
primarily due to the difficulty in determining which strat-
egy eventually yields the best results.

Unfortunately, it is not possible to translate every sub-
graph into natural C-structures without prior modification.
This is often due to various compiler optimizations or go-
tos in the original source code, which can produce highly
unintuitive binary code. We refer to regions that can be
made resolvable with certain modifications as conditional
regions. To the best of our knowledge, there are four viable
options from which any approach must choose, and which
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can be used to translate every subgraph (see Section 3):
introducing gotos, duplicating code or conditions, and
adding structural variables. It is practically impossible to
determine which option results in the best output for the
entire function. Even when able to impeccably rate local
decompiler output quality, this would not necessarily re-
sult in an optimal function output. In addition, each option
adds an additional layer of complexity compared to natural
C-structures. Figure 4 shows a exemplary control-flow
graph that is translated with different options, resulting in
clearly different outputs. In the following, we will discuss
each of the available options and their impact on the
output. It is important to note that simply allowing all
options does not significantly ease the overall problem,
because choosing the best option per situation becomes
impractical (see Sections 4.3 and 4.4).

The simplest and most commonly used option to han-
dle non-resolvable subgraphs are gotos. While gotos can
make every subgraph resolvable, they should obviously
not be applied to every subgraph to make appropriate
use of the available C-structures and produce a high-
level output. Still, there are valid reasons to utilize them,
such as exiting an inner loop, but they can significantly
aggravate manual analysis, especially when causing jumps
to entirely different sections of the code.

In contrast, a more intuitive option for achieving
a resolvable region is code duplication, assuming that
non-resolvable regions arose from compiler optimizations
or obfuscation techniques. Essentially, duplicating small
pieces of code, such as return statements, will probably
not have a negative impact on the output quality. However,
when limiting the options to duplication alone, we might
also need to replicate entire C-structures, such as loops,
which could substantially increase the analysts’ workload.

Although duplicating conditions might initially seem
unintuitive, it can already be considered in use when
defining resolvable regions solely with the SISO criteria;



test2(al, a2) { 1 test2(al, a2) {
printf("1"); 1 test2(al, a2) { 2 printf("1");
if (al==1 && a2==1) { 2 printf("1"); 3 if (al!=1 && a2!=1) {
printf ("3"); } 3 if (al==1 && a2==1) { 4 printf("2");
else { 4 printf("3"); } 5 if (al == 1) {
printf("2"); 5 else { 6 printf ("5"); }
if (al !'= 1) { 6 printf("2"); } 7 else {
printf ("4"); 7 if (al == 1) { 8 printf("4"); } }
goto L1; } 1} 8 printf ("5"); } 9 else(
printf ("5"); 9 else { 10 printf ("3");
Ll: 10 printf("4"); } 11 printf("5"); }
printf("e"); 11 printf("e6"); 12 printf("e");
return OLL; } 12 return 0L; } 13 return 0; }
(a) CFG (b) Hex-Rays, Ghidra (c) DREAM [73], dewolf (d) Binary Ninja

Figure 4: An exemplary CFG with a natural C-structure. Hex-Rays and Ghidra use a goto, while SAILR and Binary
Ninja duplicate code (basic block 5), and DREAM organizes the control-flow without either. If the value of al in
basic block 2 was changed, DREAM’s output would be rendered invalid - in contrast to the recovered C-structures of
the other decompilers. All outputs have been standardized to highlight the structural differences.

see [73, Figure 3 and 7]. Similarly to code duplication,
repeating simple conditions can enhance readability. How-
ever, relying solely on this option can result in extensive
conditional regions, creating long and complex conditions
that are difficult for an analyst to comprehend and to
compute during decompilation (see Section 4.4). Also,
they may inadvertently cause undesirable side-effects [73].

Finally, when introducing structural variables, edges
are redirected by introducing new conditions [69], [73].
This not only adds complexity by additional conditions,
but usually also increases the nesting depth. Furthermore,
the conditions themselves often lack meaning, raising
doubts about their usefulness in helping the analyst com-
prehend the output. Nonetheless, using conditions to direct
the control-flow can still result in more structured code
compared to jumping to an arbitrary location with gotos.

In conclusion, determining the best choice of option(s)
for transforming a conditional region into a resolvable to
achieve an optimal overall output appears infeasible be-
cause every option has its merits and drawbacks. Presum-
ably, approaches should only exclude available choices
when justified by valid reasons.

4.2.1. Limitation of Current Approaches Regarding
Handling Non-Resolvable Subgraphs. The main issue
with current control-flow structuring approaches is that
they typically only take into account a very limited selec-
tion of the above-mentioned options to make a conditional
region resolvable. Although some adopt more than one op-
tion, they generally employ these additional options very
sparingly and only for particular situations. As a result,
the abilities of each method are limited as the majority of
potential options are ignored from the beginning.

Most pattern-matching techniques for structuring
control-flow predominantly, if not all, depend on gotos
to manage non-resolvable regions [7], [38], [51]. Another
prevalent option is code duplication, such as Hex-Rays
copying return statements or SAILR duplicating code
that meets specific criteria [4]. However, since they only
address the problem locally, they occasionally disrupt
natural C-structures through code duplication, as already
illustrated in Figure 3d. Furthermore, it can be observed
in Figures 4b and 4d that those options do not necessarily
lead to the best output. Overall, we find that being overly
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stringent with the use of these options can lead to needless
gotos or suboptimal readability in the decompiled output.

In contrast to using gotos and duplicating code,
the pattern-independent DREAM approach mainly dupli-
cates conditions to translate each single-entry and single-
successor region into C-structures, according to their
definition of resolvable regions. Unfortunately, prohibit-
ing any code duplication or gotos sometimes results in
very large resolvable regions. The consequences are very
long and complex conditions or unnecessarily compli-
cated structured, such as observable in Figure 5b. These
conditions can be extremely difficult for human analysts
to understand, greatly aggravating manual analysis and
reducing analysis efficiency. To translate multiple-entry
and multiple-exit loop regions, DREAM additionally uses
structural variables to redirect the control-flow. However,
this is not desirable for all of those cases, such as when the
control-flow exits an inner loop, where using gotos would
be far more suitable than structural variables. An example
of such a control-flow graph is provided in Figure 5.

In an attempt to address some of DREAM’s limita-
tions, rev.ng chooses to use structural variables and code
duplication to manage non-resolvable regions. Nonethe-
less, a major issue with rev.ng is its overly aggressive
duplication, which can result in the needless duplication
of entire structures, such as loops, thereby significantly
increasing the cognitive burden on analysts. In summary,
both DREAM and rev.ng impose unnecessary constraints
on themselves by not utilizing all available options.

To the best of our knowledge, the only approach that
implements three of the four options is Binary Ninja.
Even though they also translate each single-entry, single-
successor region, they further permit code and condition
duplication as well as the use of gotos. Despite employing
these options to generate a subgraph where each node’s
in-degree is at most one, which facilitates the resolving
into natural C-structures, they still limit themselves with
overly strict criteria for considered subgraph. Specifically,
they overlook conditional regions by focusing solely on
single-entry and single-successor regions, ignoring regions
that may arise through duplication. Also, similar to others,
they might duplicate more code than necessary because
they do not optimize the output on a function level but
rather focus on locally optimizing the current subgraph.



test3() {
printf("1");
while (a <= 99) {
printf("2");
while (true) {

break; } } 0 Ll:
var printf ("5");

return var; }

(b) DREAM [73], dewolf

(a) CFG

printf ("5");
return; }

(c) Ghidra, Phoenix

return printf("5"); }
printf ("4"); } }
return printf("5"); }

(d) Binary Ninja, Hex-Rays, SAILR

if (b > 19) { 1 test3() |
exit = 0; 2 printf("1");
break; } 3 while (a < 100) { 1 test3() {
printf ("3"); 4 printf("2"); 2 printf ("1");
10 if (c <= 49) { 5 while (b < 20){ 3 while (a <= 99) {
11 exit = 1; 6 printf ("3"); 4 printf ("2");
12 break; } 7 if (c < 50) { 5 for (b <= 19) {
13 printf ("4"); } 8 goto L1; } 6 printf ("3");
14 if (exit != 0) { 9 printf ("4"); } } 7 if (c <= 49) {
8
9

10

Figure 5: An exemplary CFG without a natural C-structure. Ghidra opted to use goto statements, whereas DREAM
utilizes its multiple-exit restructuring, and Binary Ninja, Hex-Rays, and SAILR duplicate the return as well as the
print-statement. All outputs have been standardized to highlight the structural differences.

4.3. Subgraph Resolving Order

The third challenge in control-flow structuring orig-
inates from definitions of a resolvable region that often
produces multiple options or patterns for a given subgraph.
As a result, the third challenge is deciding among these
potential regions, or more broadly, determining the order
in which the regions should be translated, or converted
into suitable C-Structures. Since the conversion of one
region affects other regions, this requires choosing be-
tween different regions and/or ranking them by priority.
Currently, all existing methods [4], [7], [15], [35], [72],
[73] agree that inner structures should be processed before
outer structures. By this, all successors are processed and
potentially structured before examining each node itself.
For example, recognizing an if-(else-) becomes easier
once the branches of a condition are structured.

Traversing inner before outer structures can be im-
plemented by visiting nodes in post-order to select the
next resolvable region entry, as consistently implemented
by existing methods. Here, there are typically multiple
choices for each region-entry within both acyclic and
cyclic regions, posing the challenge to choose between
them. In cyclic regions, it is crucial to determine which
cycles with back-edges to the region-entry should be
prioritized, as not all cycles can be restructured without
affecting another cycle. For example, in Figure 6, the cycle
containing 2 can only be translated into a SISO-region
when the entire cycle, including nodes 3 to 6, is also
considered part of the loop. However, this SISO-region
does not correspond to a single C-construct, whereas the
cycle containing the nodes 3 to 6 corresponds to a while-
loop. Thus, it is not obvious which cycles should be pri-
oritized to achieve the best output, without computing all
possibilities. As demonstrated in Figure 6d, the example
can in fact be translated in two nested loops: a while-loop
(containing nodes 3 to 6) nested within a do-while-loop
with node 2. Still, Phoenix and SAILR only restructured
one infinite loop, while Ghidra and Hex-Rays resort to
emitting gotos, as illustrated in Figures 6b and 6c.

Although Section 5 demonstrates that calculating one
particular resolvable region for a given entry can be suffi-
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cient to achieve the optimal order for (a)cyclic regions, it
remains difficult to do so practically for acyclic regions:
As discussed in Section 4.1, it is impossible to say with
certainty for each subgraph whether it corresponds to a
resolvable region. Furthermore, it is not straightforward to
determine whether the conditional regions should be trans-
lated or skipped in favor of the next entry-node where a
resolvable region is available. Even for nodes with existing
resolvable regions, other conditional regions might yield
a better outcome, adding to the complexity of the prob-
lem. For example, by duplicating return-statements, the
complexity of a program can be reduced drastically. The
challenge lies in identifying which regions, including both
resolvable and conditional regions, provide the best result.
For instance, as already shown in Figure 3, premature
duplication can potentially undermine structures. More
precisely, while it might locally appear beneficial to dupli-
cate node 8 to obtain a switch with a default case, this will
ultimately disrupt the existing switch structure because
node 7 is also a switch case. In fact, for this example, not
resolving the conditional region led by if (x >u 5)
results in a better decompiler output for this function.

Determining an optimal resolving sequence is inher-
ently challenging, as it requires the decision to either
translate a given entry-node’s resolvable or conditional
region, or to skip it. First, it is unclear which regions need
to be computed in order to make an informed decision,
or whether regions can be considered irrelevant from
the outset. Second, given that any connected subgraph
where one node reaches all other nodes is considered a
conditional region, there may be an exponential number
of such regions, rendering an exhaustive consideration of
them impractical. Finally, the number of possibilities is
additionally increased because each conditional region can
be translated in multiple ways.

In conclusion, locally deciding whether to translate a
resolvable region or a conditional region, as well as choos-
ing one, seems nearly impossible because every decision
can influence future choices; only because a decision is
locally optimal does not imply that it also leads to overall
optimal function output.



test4 (al, a2) {

1
2 printf("1"); 1 testd(al, a2) {
3 Ll: 2 printf("1");
4 while (al != 1) { 3 while (true) { 1 testd(al, a2) {
5 printf("2"); 4 if (al !'= 1) { 2 printf("1");
6 if (0x13<a2) { 5 printf("2"); 3 do {
7 printf("7"); 6 if (a2 > 19) { 4 while (al == 1) {
8 return 0; } } 7 break; } } 5 printf ("3");
9 printf("3"); 8 else { 6 if (a2 > 4) {
10 if (4 < a2) { 9 printf ("3"); 7 printf ("5"); }
11 goto L2; } 10 if (a2 <= 4) { 8 else {
12 printf ("4"); 1 printf("4"); } 9 printf("4"); }
13 goto L3; 12 else { 10 if (a2>4 && a2<=9) {
14 L2: 13 printf ("5"); 11 continue; }
15 printf ("5"); 14 if (a2<=9) { 12 printf("6"); }
16 if (9 < a2) { 15 continue; } } 13 printf("2");
17 L3: 16 printf("6"); } } 14 } while (a2 <= 19);
18 printf("6"); } 17 printf("7"); 15 printf("7");
19 goto L1; } 18 return 0; } 16 return 0L; }

(a) CFG (b) Ghidra (c) SAILR, Binary Ninja, revng (d) dewolf, DREAM [73]

Figure 6: An exemplary CFG with two loop regions being structured by different decompilers. In constrast to the others,
Ghidra employed gotos, while dewolf and Hex-Rays structure the loop-structures of the source code successfully by
recovering two nested loops with meaningful conditions. On the other hand, SAILR and Binary Ninja restructure the
two loops as one endless-loop. All outputs have been standardized to highlight the structural differences.

4.3.1. Limitations of Current Approaches Regarding
the Order in which Subgraphs are translated. A major
drawback of current control-flow structuring methods, de-
spite acknowledging the impossibility of computing all re-
solvable and conditional regions, is that they only compute
a single region for each region-entry, without providing an
explanation. Moreover, their reliance solely on patterns or
domination for computation further limits their ability to
find the regions that yield the best output. Admittedly,
the fact that only one region is computed in the first
place makes the selection of the next region to translate
relatively straightforward. Nevertheless, this often results
in less optimal outcomes, making it an effective limitation
since it ignores other potentially better-fitting regions in
preference to the one calculated.

In particular, traditional pattern-matching approach-
es [7], [13], [38], [51] try to find at least one resolvable
acyclic region from their pattern-set, and use heuristics
when none can be found. With these heuristics, they
determine which edges to virtualize, as done by Hex-Rays
with gotos, or by occasionally duplicating instructions
when no resolvable region is present. In contrast, SAILR
indirectly identifies extra conditional regions during their
de-optimization phase, but still focuses on computing only
one extra conditional region for each node. However,
as their primary goal is to revert compiler optimizations
rather than enhancing readability, this might be perfectly
deliberate. Typically, these methods employ gotos to man-
age non-resolvable regions [7], [38], [51], though we
have noticed that Hex-Rays sometimes duplicates return
statements to circumvent the use of gotos. In general,
the stringent limitation on one resolvable and conditional
region significantly limits the output quality of the decom-
piler in certain cases.

Regarding pattern-independent methods, the DREAM
approach aims to identify a single-entry, single-successor
region for each node, treating it as the single-entry point.
Thus, they consistently compute only one acyclic region
per given entry, which includes all nodes dominated by the
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entry node of the region. However, all nodes dominated by
the region’s entry might not always be a resolvable region,
although a subset could be. As a result, they can overlook
resolvable regions even when they exist. Furthermore, they
may also fail to detect smaller conditional regions that
could be resolvable through methods such as condition
duplication. Here, dewolf makes a slight improvement by
identifying nodes within the domination set that divide it
into two connected components, aiming to locate a smaller
SISO-region if it exists.

Similarly, Binary Ninja considers single-entry, single-
successor regions for every node. Despite the uncertain
details of their method, it seems that they always attempt
selecting the smallest possible such region. Using also
domination techniques, rev.ng additionally relies on exten-
sive preprocessing, involving significant duplications. This
ensures that the domination set of the entry is resolvable
and minimal when analyzing the nodes in post-order. To
choose nodes for duplication, they apply heuristics and
sometimes calculating one alternative region to reduce
duplication (see their Untangling [35]). Overall, these
methods overlook potential alternative strategies to dis-
cover different resolvable regions, unnecessarily restrict-
ing themselves regarding output quality.

In contrast to acylic regions, every cyclic region should
be translated to ensure adequate handling of loops, neces-
siting approaches to compute a conditional cyclic region if
no resolvable region exists. Here, for both resolvable and
conditional cyclic regions, each approach must determine
which loops should be part of the same region and be
translated first. Unfortunately, many methods make sim-
plistic assumptions about which loops to include without
thorough consideration, usually being overly restrictive
and not yielding the best possible result. For instance,
the Phoenix decompiler considers only a single cycle
and selects the smallest cycle as the initial-loop region.
Subsequently, they perform a loop-refinement that extends
the initial loop-region and tries to prevent multiple exits
by incorporating nodes that are dominated by the region



entry and reach the loop successor. This refinement can
potentially include additional loops to the cyclic region.
A major restriction here is that the loop successor is the
immediate successor of either the source or sink of the
back-edge defining the initial-loop region.

On the other hand, DREAM initially defines a loop
region as encompassing all loops whose back-edges con-
verge to the same sink. Their loop-structuring rules enable
the detection of nested loops, although they are considered
as one cyclic region. However, considering the inner-loop
first would guarantee that it is structured as an inner loop.
During the loop refinement, if the initial loop-region has
more than one successor, those successors are incorpo-
rated into the loop-region if the region entry dominates
the successor. This procedure continues until only one
successor remains or no further additions are possible.
Unfortunately, this extension is suboptimal and might not
identify existing single-successor regions and could lead
to a cyclic region with more successors than initially.

Finally, the initial loop calculation of rev.ng may in-
troduce redundant structural variables. They aim to sort
the loop-regions and combine two loops if they intersect
and neither is a subset of the other. However, their illus-
trations in Figures 2 and 3 are translated into a single
cyclic region, introducing structural variables to create a
resolvable region [35]. However, in both scenarios, the
output is unnecessary complex because a subset of the
nodes is a resolvable cyclic region. Moreover, their loop-
refinement is overly rigid, as it only adds nodes dominated
by the region-entry and its predecessor within the region.

4.4. Practicability

The runtime limitations encountered in current
control-flow structuring methods, such as those of dewolf
and rev.ng, present the fourth challenge: practicability.
When considering methods for control-flow structuring
with an emphasis on readability, the general objective
is to identify optimal structures that facilitate analysis.
Although we acknowledge that a program does not need to
decompile instantly, the decompilation process, including
control-flow structuring, must remain practically feasible.
This typically means that the decompilation time of a
binary should be proportional to the time that an analyst
requires for examination. Within a constrained timeframe,
the task is to achieve the most readable output possi-
ble while maintaining feasibility. As pointed out in the
previous challenges, obtaining the best result is mostly
unfeasible, as the global consequences of local choices are
generally unknown at the time of making those decisions.

In theory, control-flow structuring can be optimally
solved when only considering the first three challenges,
i.e., we would always be able to generate the best pos-
sible output for a given metric. Concretely, a control-
flow structuring technique can be visualized as a decision
tree: The nodes of the control-flow graph would still be
examined in post-order, but for each node, we would
compute all resolvable and conditional regions associated
with that entry. The decision tree proceeds either with one
of the regions or decides not to translate a region with this
entry for acyclic regions. Subsequently, we move to the
next node in post-order for each current leaf node in the
decision tree. Given that the number of conditional regions
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is already exponential, the size of this decision tree is vast
and thus is the runtime.

At the time of writing, 70.46% of all samples from
Malpedia [55] have at least one function with a minimum
of 100 nodes (and at least 500 nodes for 10.20% of the
samples). Considering a function graph with 100 nodes,
if the decision tree contains 2190 leaves, it would take
a minimum of 10'® days to complete the computations
for all of them, even if each computation takes only
0.1 nanoseconds, for example when using a 10 GHz
CPU capable of performing one such computation per
cycle. Clearly, such an extensive runtime is impractical
for decompiling a single function in a practical setting.

In conclusion, although a theoretical approach could
always yield the perfect overall output, such strategies
seem impractical. Consequently, maintaining practicability
seemingly necessitates some heuristics and compromises.

4.4.1. Limitations of Current Approaches Regarding
the Practicability on Real-World Samples. Generally,
pattern-matching methods do not face significant issues
with practicability. We assume that this is a conscious
decision because they are intended to function effectively
in practice. Thus, they are embedded in numerous decom-
pilers that are frequently utilized by malware analysts.
While they might not deliver the best output due to
their restrictions regarding the previous challenges, they
generally manage to generate output for most functions
within reasonable speed.

In stark contrast, some pattern-independent approach-
es, such as DREAM, may easily encounter runtime prob-
lems when faced with a complex control-flow graph struc-
ture. Only allowing the duplication of conditions when
there is no acyclic resolvable region can lead to extremely
large areas, sometimes exceeding 100 nodes, which is
not unusual in malware decompilation. In such regions,
calculating the conditions required to reach each node
or arranging them into C-structures becomes impractical.
Consequently, the extensive logic operations and simplifi-
cations result in these functions failing to decompile even
after several hours. This further proves that neglecting
too many of the strategies covered in Section 4.2 limits
methodologies in various ways.

However, pattern-independent methods do not nec-
essarily encounter practicality issues. For instance, both
rev.ng and Binary Ninja circumvented runtime issues by
design. In the rev.ng approach, the preprocessing might
result in overly lengthy decompilation output, yet it sim-
plifies the matching of C-structures and facilitates control-
flow structuring significantly. Moreover, their preprocess-
ing is not overly time-consuming as they only duplicate
nodes and consider up to two alternatives for a single
region, making decisions on a local basis. By this, they
try to avoid not generating results within a reasonable
time frame. Similarly, Binary Ninja also makes local
decisions when restructuring a region. It is unclear if they
consider multiple regions, but they appear to use heuristics
to determine which options to use when resolving C-
structures. Additionally, they apparently prioritize their
practicality to ensure generating results for the majority of
functions. Their earlier implementation also demonstrated
that DREAM can be made practical by employing gotos
when conditions become overly complex.
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4.5. Decompiler Output Assessment

To strengthen the arguments we made in previous
sections and showcase some limitations with real-world
examples, we employed several decompilers, with vastly
different design decisions, that were operable within a rea-
sonable timeframe on a fixed dataset of binary functions
and applied various metrics used in existing research.

For our data set, we randomly sampled 1000 functions
from all functions recognized by smda [54] in all un-
packed samples from Malpedia [55]. Notably, we excluded
functions with a single basic block since they do not re-
quire any structuring. We also aimed to achieve a level of
representativeness concerning function size, assessed by
counting basic blocks, as instruction counts within blocks
are insignificant for structuring. Figure 7 compares the
function sizes of our data set with those 533 decompiled
by at least 8 of the 10 decompilers and entire Malpedia.

Table 2 presents our assessment results of the decom-
pilers mentioned in Table 1. This includes the percentage
of functions that resulted in errors or yielded no output, as
well as the percentage of functions that generated no out-
put within a five-minute period per function, a time-frame
we consider reasonable for decompiling a single function.
As highlighted previously in Section 4, implementing a
timeout was crucial due to the impracticality of expecting
every decompiler to efficiently handle large functions.
Additionally, it presents the distributions of three com-
monly used metrics for the outputs from functions that at
least eight decompilers processed successfully: cyclomatic
complexity, number of gotos, and lines of code. Although
these are not fully sufficient to assess decompiler output
quality, they are commonly used and provide a simple
assessment. We refrained from measuring source code
distance because such data was unavailable for Malpedia.

While our findings indicate that the chosen metrics
yield results that are relatively consistent across most
decompilers they also align with several limitations dis-
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includes 90%. The black vertical line within each plot indicates the median.

cussed in prior sections. For example, pattern-independent
approaches are generally more prone to timeouts, ex-
cept for phoenix, sailr, dream — implemented in Python
— and rev.ng. Furthermore, while DREAM and dewolf
successfully eliminate gotos, they tend to increase cogni-
tive complexity, likely due to adding structural variables.
Conversely, Binary Ninja effectively reduces gotos with
minimal impact on cognitive complexity, presumably by
adding condition duplication, when compared to Hex-
Rays and Ghidra. Interestingly, radare and RetDec pro-
duce significantly more gotos and lines of code, suggest-
ing fewer recovered structures and a more assembly-like
output, though structuring may not be their primary focus.
We point out that setting a timeout for each function
has certain drawbacks due to the fact that decompilers
conduct varying levels of analysis on the entire binary
before decompiling specific functions, which we could not
consistently isolate. Importantly, rev.ng only allows for the
decompilation of the full binary, which might result in
extra timeouts or failures. Lastly, the assessment provided
is not designed to accurately compare decompilers over-
all; we did not evaluate either correctness or the impact
of various data-flow analyses, for example. Moreover, a
proper comparison of different control-flow structuring
algorithms is not feasible as it would necessitate their
implementation within the same decompiler framework.

4.6. Limitations Summary

We conclude that current methods probably restrict
their output quality by not considering the whole picture.
On the one hand, pattern-matching approaches prioritize
practicality, which is justified in principle, since analysts
need some output. But, they could adopt more flexible
region definitions, utilize more options to convert condi-
tional into resolvable regions, or consider multiple regions.

To address this, SAILR considers alternative condi-
tional regions to improve the output quality in some
instances. However, although their approach might result
in outputs that more closely match the original source
code for some highly optimized projects actually using
gotos, it does not necessarily align with our primary goal
of producing the most comprehensible output. Particularly
in the context of malware, the binary cannot be assumed
to come from well-written source code and might even
have been obfuscated prior to compilation. Moreover, not
all compiler optimizations that might have been applied
to a given binary can be identified post compilation [28].



On the other hand, and in contrast to pattern-matching,
DREAM and similar methods partially neglect practical-
ity. Although they challenged that gotos are the sole solu-
tion for control-flow structuring, they still limit themselves
by exclusively allowing condition duplication. Further-
more, they risk creating very lengthy regions, potentially
causing the decompiler to not produce any output. Like-
wise, rev.ng may lead to very lengthy output due to their
duplication approach, potentially of entire structures such
as loops. Although this might address practicality issues
without using gotos, it can notably enlarge the output size.

Ultimately, we regard Binary Ninja’s method as the
sole approach that leverages nearly every option for man-
aging non-resolvable subgraphs. Consequently, they do
not restrict their ability to obtain resolvable regions as
much as others. However, they only calculate one instead
of other potential resolvable and conditional regions, pos-
sibly overlooking chances to minimize code duplication.

5. Discussion

Although we have already recognized the interdepen-
dent nature of the challenges of Section 4 and the in-
herent difficulties of control-flow structuring, we identify
potential for significant enhancements in various elements
of existing approaches. Therefore, we propose concepts
and potential strategies that future control-flow structur-
ing techniques may adopt for improvement. Primarily,
we show a drastic reduction in the number of regions
requiring calculation, even when taking into account all
discussed options, thereby notably improving the solution-
space for future research. Finally, we briefly discuss the
trade-offs each approach must consider when leveraging
on our suggested improvements. Altogether, the concepts
in this section can serve as a preliminary framework for
a control-flow structuring method, customized for specific
goals, providing there is a willingness to consider certain
heuristics or compromises.

Generally, we believe that future approaches should
particularly focus on the order in which the regions are
resolved while still maintaining practicability. This stems
from our proposal to address the first two challenges by
being as general as possible when defining resolvable re-
gions and handling non-resolvable subgraphs, thus shifting
the complexity to challenges three and four: practically
optimizing the resolving order. Theoretically, this prob-
lem could be solved optimally given a metric assessing
every possible outcome; but, this is impractical due to
the exponential increase in computation time. Hence, a
practical solution requires trade-offs to ensure feasible
decompilation times while recognizing the limitations of
each design decision. Without such crucial trade-offs, an
approach is likely to fail in producing output for large
functions, as illustrated by some decompilers producing
goto-free output but lacking practicality due to constraints
on managing non-resolvable regions. In the remainder
of this section, we explain how future research could
reduce both the challenge of defining resolvable regions
and handling non-resolvable regions to the challenge of
optimizing the resolving order; we therefore focus on
maintaining practicality while accomplishing this. Ulti-
mately, however, some issues still persist that research has
not yet been able to solve, necessitating certain trade-offs.
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5.1. Definition of Resolvable Regions

The examples in the previous sections, as seen in
Section 4 and Figure 3, indicate that excluding regions
that can be translated into natural C-structures may lead
to suboptimal results. Consequently, we propose defining
resolvable regions as broadly as possible, which means
that every SISO region that can be translated into a natural
C-structure should be considered resolvable. Although this
admittedly complicates the decision between resolution
orders slightly and might influence practical feasibility,
we contend that it remains beneficial to ensure that natural
C-structures are not overlooked. Moreover, the additional
computational load should still be manageable, as we
demonstrate with our following approach to handle the
necessary computations of SISO-regions.

Specifically, we demonstrate that to achieve an optimal
output, future methods only need to compute one particu-
lar resolvable region for a given single-entry node, regard-
less of the potential existence of many such regions. This
approach significantly reduces the number of resolvable
regions and the total number of possibilities that future
methods must consider.

Observation 1. For a given entry-node, considering only
one resolvable (a)cyclic region still guarantees an op-
timal decompiler output.

Essentially, we can establish a total preorder on the
resolvable regions for a given entry node, based on the
principle that inner-regions should always be translated
before outer-regions. Now, for each entry, selecting the
region based on this order guarantees the best output
among all resolvable regions with the same single-entry,
as shown in Section B.I.

However, computing even a single acyclic resolvable
region remains a challenge, particularly to decide whether
a subgraph is resolvable. Theoretically, it can be estab-
lished that a resolvable region, which is also a SISO-
region, cannot be translated if it cannot be converted into a
natural C-structure. Nevertheless, for a practical approach,
one probably must employ some kind of heuristic, since
the inability to readily convert a subgraph into a natural
C-structure does not necessarily indicate the absence of an
appropriate one, as previously addressed in Section 4.1.
For example, one could try to transform the subgraph into
a natural C-structure similar to DREAM or set a time limit
to search for a natural C-structure. In both scenarios, one
would have to assume that the region is not resolvable if
no natural C-structure is found.

Unfortunately, even minimal SISO-regions can be-
come quite large, particularly in case of malware, making
it increasingly unlikely and costly to test whether the
region can be translated into a natural C-structure. In such
cases, we would recommend not trying to find a natural
C-structure to remain practicable until future research
yields better heuristics. Conversely, for cyclic regions, it
is possible to compute such a region in polynomial time
if it exists: For each loop whose head is the current region
entry, i.e., each loop whose back-edge sink is the head,
compute all smallest cyclic SISO-regions that contain
it. Afterwards, select the best region regarding the total
preorder mentioned above among these cyclic regions.



5.2. Handling Conditional Regions

Given that a resolvable region cannot always be iden-
tified, it is usually necessary to consider how to convert
conditional regions into resolvable regions. As shown
previously in Figures 4 and 5, excluding viable options can
potentially restrict the quality of the output. Therefore, we
recommend using all four available choices: duplicating
both conditions and code, using structural variables, and
introducing gotos as inclusive as possible when consid-
ering conditional regions. However, an exception exists
for methods with goals that inherently rule out certain
options, such as producing goto-free decompiler output.
Here, it may actually be necessary to exclude a subset of
the options - regardless of the impact on the final output
quality to achieve the desired goal.

In addition, we suggest that future studies aim to
discover new options for transforming conditional regions
into resolvable regions. In particular, the authors of SAILR
mention deduplication to improve readability in cases
where compilers have duplicated code [4], which could
be considered an additional option in this context. How-
ever, we believe that compiler de-optimizations should
be addressed separately to not further complicate control-
flow structuring; if necessary, deduplication and other de-
optimizations should probably be applied before.

Unfortunately, considering more options naturally in-
creases the number of regions; essentially, each connected
subgraph, characterized by a single node having a pathway
to every other node within the subgraph, is a conditional
region. To ensure an optimal resolution sequence, all
such subgraphs must be considered, which quickly makes
the method impractical. Therefore, we propose additional
heuristics to effectively limit the scope to a subset of all
subgraphs. We believe that this allows for a somewhat
practical approach without overly restricting capabilities
by making the following observation:

Observation 2. Considering only conditional subgraphs
of minimal SISO-regions still guarantees an optimal
decompiler output, excluding outputs duplicating the
single-entry or the single-successor/exit.

This observation stems from the principle that control-flow
is restricted to entering SISO-regions via the single-entry
and exiting through the single-successor/exit. For a more
detailed explanation, we refer to Section B.2.

Although Observation 2 suggests that minimal SISO-
regions do not suffice when contemplating code dupli-
cation, we consider that the option of duplicating code
remains a valuable strategy to decrease complexity and
should not be neglected. Unfortunately, it seems impracti-
cal to cover all possible duplications because they can
transform any subgraph into a SISO-region; thus, we
believe it is necessary to establish a balance between the
selection of nodes for duplication and the practicality of
such endeavors. For example, when aiming to improve the
readability of the decompiler output, one could limit dupli-
cations to linear code only, as analyzing complex struc-
tures repeatedly greatly reduces the analysis efficiency.
This restriction would also imply that duplicating the entry
node of a minimal SISO-region is never advantageous
because it is either non-linear or consists of just two nodes,
making it easily resolvable.
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To identify all conditional regions where the single-
successor/exit is duplicated, we can broaden our defi-
nition of SISO-regions to the following: We define an
extended SISO region as a subgraph that can be converted
into a SISO-region by duplicating linear code. As a con-
sequence, we can now make the following observation:

Observation 3. When ignoring the duplication of non-
linear code, considering only conditional regions of
minimal extended SISO-regions still guarantees an
optimal decompiler output.

Leveraging on Observation 3, we are now able to compute
all extended SISO-regions for a given entry node within
a feasible timeframe. For this, we drafted an approach
in Section B.3 using the following idea: Essentially, we
are able to identify the single-successor/exit of extended
SISO-regions by utilizing graph-separators of size one and
cutvertices in an auxiliary graph.

Overall, given the above established restriction of not
duplicating non-linear code in considered conditional re-
gions, it is possible to significantly reduce the number of
subgraphs that future approaches need to consider to iden-
tify resolvable and conditional regions. Ultimately, future
research should evaluate whether the restriction to allow
only the duplication of linear code poses a considerable
constraint with regards to their objective or not.

5.3. Resolving Order and Practicability

Finally, we discuss the issue of determining a re-
solving order while maintaining practicability, which will
most likely necessitate compromises or trade-offs even
when leveraging on our discussed approaches. Using our
observations and methodologies above, an optimal method
for determining the best resolving order could work as
follows. For each node in post-order traversal, identify all
conditional and resolvable regions and build a decision
tree with branches representing choosing each possible
region or none. This process is repeated for every node
until the entire graph is translated, likely resulting in
an exponential number of leaves. The set of leaf nodes
includes all potential decompiler outputs, from which the
optimal solution can be chosen based on a predefined met-
ric or evaluation criterion. However, evaluating all regions
and the consequently high number of resolving orders is
clearly impractical and requires some restrictions.

Unfortunately, methods can practically only follow a
fixed number of paths in the decision tree and must choose
which conditional and resolvable regions to evaluate. As-
suming that one would develop a practical approach based
on our extended SISO-region computations, restricted to
only duplicating linear code, we would propose traversing
the nodes in post-order traversal. In such an approach,
the evaluation of inner structures precedes that of outer
structures, akin to current methods, to improve the output
quality. Although our analysis already narrows down the
regions to compute, it remains challenging to determine
which regions to consider and how to choose among them.

For a given node h, we can initially check if a resolv-
able SISO-region exists by heuristically trying to translate
the SISO-region from Observation | into a natural C-
structure. In case no SISO-region with entry h exists, we
recommend skipping the current node h and targeting a



SISO-region that includes node h. As previously shown
in Figure 3d, premature code duplication that disrupts
natural C-structures makes the possible identification of an
extended SISO-region less appealing. However, for cyclic
regions we suggest to not skip the current node to ensure
that the cyclic region is translated as a loop; thus requiring
a trade-off by handling multiple entries or exits similarly
to existing research [2], [35], [73].

If the region proves to be resolvable, we advise
choosing it, as it is unlikely to significantly increase the
complexity compared to an optimal output, due to the
absence of added complexity from using gotos, struc-
tural variables, or duplication. Moreover, it is unlikely to
feasibly compute all possible translations, much less all
scenarios where the single-entry or single-successor/exit
is duplicated. However, considering the complexity of the
translated high-level code, future methods might consider
computing some additional conditional (sub)regions to
determine whether the complexity can be reduced. For
instance, if the single-successor is a return block, adding
a duplicate into the region could simplify the output.

If the SISO-region with entry h is not resolvable,
future approaches will probably need to make additional
trade-offs, because determining all conditional regions
within an extended SISO-region that has node h as an
entry point seems impractical. Consequently, they likely
need to heuristically select which regions to consider
based on their objectives. Generally, we note that unlike
the situation where a SISO-region is absent, no extended
SISO-region with entry h can ever be part of a resolvable-
region, ensuring that code duplication will not compro-
mise any natural C-structure. In addition, to take advan-
tage of the opportunity to duplicate the single succes-
sor/exit of a SISO-region, we recommend also examining
extended SISO-regions with single-entry h in these cases.
Nevertheless, it remains uncertain and subject to future
research to decide whether smaller or larger extended
SISO-regions yield better output or which regions are ben-
eficial in general. Although, from a practical standpoint,
considering smaller regions seems to be advantageous,
this does not necessitate that omitting the selection of the
smallest possible region renders the approach impractical.

In conclusion, we acknowledge that we cannot solve
all issues of the four identified challenges and believe
that future research will still rely on certain heuristics
when developing a functional and practical control-flow
structuring approach. First, determining whether a SISO-
region is resolvable remains a challenge itself; to maintain
practicality, it may be necessary to limit the size of the
region or to impose a time limit before ceasing efforts
to identify a natural C-structure. Second, the computation
of extended SISO-regions should probably be constrained,
potentially by setting a fixed upper limit or by deciding
that calculating a linear number is sufficient. In this con-
text, research may also need to decide which extended
SISO-regions to compute and which options to favor
when making a region resolvable. Third, possibilities, not
options, to make a conditional region a resolvable region
likely need to be restricted. Ultimately, we believe that the
decision on the resolving order remains the most critical
issue. While calculating a local metric could yield rea-
sonably good results overall, a superior metric is needed
beyond merely comparing (extended) SISO-regions.
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6. Conclusion and Future Work

The recovery of high-level control-flow during de-
compilation remains a challenging research topic with
numerous difficulties. Throughout this paper, we have
identified the four main challenges that inevitably arise
during control-flow structuring: defining resolvable sub-
graphs, handling non-resolvable subgraphs, determining
a resolving order for (non-)resolvable regions, and en-
suring practicability. We have highlighted that neglecting
practicability can lead to a theoretically optimal control-
flow recovery strategy, but this is neither helpful nor
effective. Moreover, each challenge in isolation is already
difficult: First, a broad definition of a resolvable region
may hinder its efficient identification due to the lack of
robust evidence that it is not resolvable. Second, there are
numerous variations to transform a conditional region into
a resolvable one. Third, the sheer number of resolvable
and conditional regions makes it nearly impossible to
locally determine a region for the best output.

Although not all challenges can be solved perfectly
simultaneously, this does not mean that approaches should
ignore them. Despite this, these challenges have not been
adequately addressed by all previous researchers. By ig-
noring them, it is unclear whether all of their design
decisions were made consciously with an understanding of
the inherent limitations. Besides, we demonstrated that ex-
isting methods often fall short by not addressing a subset
of these challenges, particularly the ability to handle non-
resolvable subgraphs and their ordering or practicability,
thereby yielding less than optimal results. Consequently,
for authors and developers of future decompilation and
control-flow structuring approaches, we propose that they:

1) clearly discuss how they address each challenge,

2) are aware of the available options and known limita-
tions of each challenge,

3) and optimize with regard to their goals.

By explicitly addressing each challenge, we enable
others to gain a better understanding of the distinctive
benefits and drawbacks of novel approaches, while si-
multaneously enhancing the development of new methods
or decompilers. In addition, considering these challenges
significantly facilitates the comparison of approaches. We
conclude that leveraging all possible options in alignment
with the authors’ goals can considerably boost the overall
quality of a decompiler. Likewise, current decompilers
should also reassess the existing options, such as duplica-
tion or gotos, that they previously overlooked.

Understanding the limitations of current methodolo-
gies leads us to explore the necessity for innovative so-
lutions in the analysis of control-flow structuring. Al-
though we demonstrated that computing only a subset
of extended SISO-regions is sufficient, the reduction in
the total number of regions remains inadequate. Conse-
quently, the primary challenge for future approaches lies
in developing suitable heuristics to obtain the best results
while maintaining practicality. These heuristics will most
likely depend on the selected objective or the chosen
metric, although some might be universal. In summary,
this thorough review of existing challenges, together with
insights and proposals to identify significant regions in
future approaches, provides a strong foundation for future
research in the area of control-flow structuring.
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Appendix A.
Data Availability

With the publication of this paper, we also publish all
related artifacts'. Primarily, this includes all binaries (and
their source code) that we used to generate the examples
in Sections 4.1 to 4.4. Because we cannot guarantee that
all considered decompilers will be available in the future,
we also provide the unmodified decompiler outputs used
for the figures. Regarding the referenced Malpedia sam-
ples, which we utilized for argumentation purposes and
assessment evaluation, we refer to the Malpedia website?.
Finally, we publish all scripts that we used to decompile
samples and generate the assessment results.

Appendix B.
Theoretical considerations

B.1. Observation 1: Defining a Total Preorder

First, we show the correctness of Observation 1, i.e.,
that there exists a resolvable region that does not decrease
the readability of the output more than choosing any other
resolvable region with the same single-entry. Therefore,
we define a total preorder® on all resolvable regions with
the same single-entry. Any maximal element of the total
preorder is a resolvable region for the given entry that
leads to an output that does not decrease the output quality
compared to choosing any other resolvable region. Thus,
each approach only has to compute one of these regions.

Let R; and Ry be two resolvable regions for a given
entry node. To define a total preorder on the set of all
resolvable regions with the same single-entry, we have to
set these two sets in a relation. We assume for simplicity
that they are both single-successor regions; otherwise, we
apply the transformation of Figure 2. If neither R; C R,
nor Ry C Ry, then Ry \ R; and R; \ Ry are resolv-
able regions: The set Ry \ R2 and the set Ry \ R is
dominated by the entry since both sets are contained in a
resolvable region with this entry. Consequently, both sets
are single-entry regions without any successors, where the
entry is the successor of R; resp. R, that are part of a
resolvable region, implying that they are resolvable. Since
we consider inner-structures before outer-structures, these
two regions should have been translated first. Thus, the
sets Ry \ Ry and R; \ Ry consist of only one node.

In general, we prefer R, over Ry, i.e., Ro < Ry, if the
complexity of Ry \ R; is higher than the complexity of
R1\ Ry according to the chosen complexity measurement.
By symmetry, Ry < Ry if the complexity of Ry \ Rs is
higher than the complexity of Rs \ R;. Choosing such an
order helps to reduce the complexity inside the structure,
especially if we consider loops. Nevertheless, for cyclic
regions we have one exception: If region R; can be trans-
lated into a while-loop or do-while loop, then we prefer
Ry over Ry, i.e., Ry < Ry to prefer loops with a condition
over endless-loops. By symmetry, if the region Ry can be

1. https://github.com/fkie-cad/control-flow-structuring- artifacts

2. https://malpedia.caad.fkie.fraunhofer.de

3. A preorder on a set is a relation < that is transitive and reflexive. A
total preorder is a preorder in which two elements are comparable [60].
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translated into a (do-)while- loop, then R; < Rs. Ad-
ditionally, to avoid destroying natural C-structures when
resolving acyclic regions, resolving R; U Ry is preferable
over Ry and Ry, ie.,, Ry, Ry < Ry U R,. Note that the
region R; U Ry does not have successors or exits.

Next, if R; C R, and these sets are not ordered by the
first rule, it is always beneficial to prefer R; over Ro, since
R; is an inner-structure of R, i.e., Ry < R;. Besides, in
this scenario we do not destroy any structure by resolving
R; (inner structure) before Rs (outer structure). Similarly,
if Ro C R, and if these two sets are not already ordered,
then R; < Rj holds by symmetry. In total, this defines
a total preorder of all resolvable regions and additionally
demonstrates that computing one is enough; which poses
a novel perspective compared to existing approaches.

B.2. Observation 2 + 3: Minimal SISO-Regions

Now, we argue for the correctness of Observation 2,
i.e., that considering only minimal SISO-regions yields
optimal output, given that an optimal solution does not
duplicate the single-entry or the single-successor/exit. As
mentioned before, given a SISO-region, the flow can
only enter through the single-entry and can only leave
through the single-successor/exit. Thus, if neither of these
nodes is duplicated, the flow in the transformed resolv-
able (sub)graph also must enter through the single-entry
and leave through the single-successor/exit. Consequently,
the resulting output always contains a C-structure that
matches this SISO-region for all resolving orders. Hence,
resolving this C-structure at once instead of first consider-
ing smaller subgraphs does not decrease the output quality.

While Observations 2 and 3 assert that considering
(extended) SISO-regions is sufficient to achieve an opti-
mal output under specific restrictions, two scenarios may
benefit from the inclusion of additional regions in future
research: First, if the CFG is irreducible, it contains a
loop with a back-edge whose source is not dominated by
the sink. Therefore, such a loop will never be included
in an (extended) SISO-region where the entry is any of
these loop nodes because the loop has multiple entries.
It remains a viable approach to consider such a loop as
part of a larger (extended) SISO-region, which potentially
results in the omission of the loop. However, resolving
loops is a crucial step in translating the CFG into high-
level code. Thus, we recommend that approaches trans-
form these loops into single-entry loops before attempting
to identify (extended) SISO-regions. There are numerous
methodologies that facilitate the transformation of irre-
ducible graphs into reducible graphs [2], [35], [37], [73].

Second, there may be loops with a single-entry but no
associated (extended) SISO-region with the same single
entry, also called multiple-exit loops. Here, it is impossible
to add nodes to the loop to obtain a single-successor/exit
cyclic region. Similarly to multiple-entries, such a loop-
region can be considered if it is contained in a larger
(extended) SISO-region. However, control-flow structur-
ing algorithms should probably translate every loop. Con-
sequently, new approaches should also identify methods to
make these loops resolvable. More precisely, they should
consider conditional regions where the entry aligns with
the loop-entry to ensure the resolving of the loop. In Sec-
tion B.4, we present an idea for defining such regions.



B.3. Extended SISO-regions

In this section of the appendix, we describe our ap-
proach to compute and construct extended SISO-regions.
To find all extended SISO-regions, we construct an aux-
iliary graph H and use vertex-separators and cutvertices.
The idea for this is that the vertex-separator of size one
resp. the cutvertex is the single-successor/exit of the ex-
tended SISO-region. We start by defining these two terms:

Definition 1. Let G = (V, E) be an undirected graph and
let s,t be two distinct vertices in G.

1) A s,t-vertex separator is a vertex set X C V'\ {s,t}
s.t. there is no s, t-path in G — X.

2) A cutvertex is a node w € V, s.t. G — {w} has more
connected components than G.

3) For a vertex set X, the set of reachable nodes from
s in G — X is denoted by Rg(s, X).

We note that each s, ¢-vertex separator of size one in G
is also a cutvertex in G, but not every cutvertex in G
is a s,t-separator. To be able to construct the auxiliary
graph and to construct extended SISO-regions we have to
define a few node sets. Some of these node-sets depend
on a node h, which is in these cases the single-entry of
the (extended) SISO-region. In case the node h has an
out-degree one, node h together with its unique successor
is a SISO-region, and also a resolvable region: First,
the code represented in h is executed, followed by the
code contained in the unique successor. In these cases,
each approach should restructure these two nodes, and
the construction of these node sets is not necessary, i.e.,
we only suggest to compute these sets if node h has at
least two successors. In total, we define the following six
node sets:

D The set of all nodes in the CFG G that can be

duplicated. Given our established restriction,

these are all nodes containing linear code, thus

having an out-degree of at most one.

dom(h) The set of all nodes dominated by h.

dom™ (h) The set of all nodes dominated by h together
with the duplicatable nodes reachable from h
in G[dom(h) UD].

N The set of all successors of dom™ (h).

Dy, All duplicatable nodes in dom™ (h).

dom™ (h) The set of all nodes of dom™ (h) without Dy,
i.e., dom(h) \ Dy,.

Given these sets, every extended SISO-region with
entry h is contained in dom™ (h), because all other nodes
have predecessors that are not dominated by h and can
not be duplicated. Thus, by adding one of these nodes,
we would not get a single-entry region. Consequently, an
extended SISO-region with entry h never contains any
node of N, since these are the successors of dom™ (h).

Next, we construct the undirected auxiliary graph H,
with its nodes consisting of the sets dom~(h) and N
together with an additional node ¢. The set of edges is
derived from the CFG in the following manner: For every
directed edge (x,y) in the CFG with © € dom~(h)
and y € dom~(h) UN, we add the undirected edge
{z,y} to the auxiliary graph. Furthermore, for each node
x € N, we add the undirected edge {x,t} to the auxil-
iary graph. In summary, H is the undirected graph with
node set V(H) = dom (h) UN U {t} and edge set
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Figure 8: Illustration of the auxiliary graph H used for
the computation of the (extended) SISO-regions.

EH) = {{z,y} | (z,y) € E(G),z € dom™ (h),y €
dom~ (h)UN}U{{n,t} | n € N}. Figure 8 illustrates the
construction of this auxiliary graph H.

We recall that every extended SISO-region is con-
tained in the set dom™(h) = dom™(h) U Dj,. Further-
more, given an extended SISO-region R, we can modify
the CFG by duplicating all nodes contained in the set
DM ={le RND | N;(I) £ R\ DM} C D to obtain
a SISO-region. More precisely, these are all duplicatable
nodes that either have a predecessor outside the region or
a predecessor that needs to be duplicated, i.e., is contained
in the set D . Duplicating these nodes ensures the single-
entry property while duplicating a minimum number of
nodes. In the remainder of this section, we will show
that every h,t-vertex separator of size one, resp. every
cutvertex corresponds to an extended SISO-region, where
node ¢ is the additional node in the constructed auxiliary
graph H and h is the single-entry. Additionally, we will
argue that our approach can find all extended SISO-
regions based on the following observations:

1) The only possible extended SISO-region without any
successor is dom™ (h) and it exists if N = ().

2) For every extended SISO-region R with single-
entry h and single-successor/exit w, one of the fol-
lowing holds*:

(i) The node w is an h,t-vertex separator of size at
most one or a cutvertex in H.
(i) The single-entry h is identical to the single exit w,
that is, h = w.
(iii) The set dom™ (h) is contained in R and N = .
Overall, these two statements imply that we can find
the single-successor/exit of every extended SISO-region
by identifying all graph-separators of size at most one as
well as all cutvertices together with the regions containing
dom™(h) or having h as single-exit. Next, we describe
how we construct the extended SISO-regions in each of
these cases: The construction of all extended SISO-regions
is divided into multiple cases, depending on the existence
of an h,t-path in H and some properties of the entry
node h. In total, we describe six ways how to construct
extended SISO-regions, although Constructions 2 and 3
are only for acyclic SISO-regions and Construction 6 is
the equivalent construction for cyclic SISO-regions. As

4. Proof idea: If (4¢) or (4i%) hold, we have nothing to prove. Other-
wise, we have w € dom™ (h) U N. Now, if w is neither an h, t-vertex
separator of size 1 nor a cutvertex in H, then one can show that R is
not a single-successor/exit region or contains an inner-loop structure.



already mentioned, for cyclic regions, the SISO-regions
should contain a loop of the CFG. In the following,
we will denote the loop whose SISO-region we want to
compute as L. For each of the constructions, we include an
illustration in Figure 9 and basic ideas on how we proved
that they hold. First, we consider the basic construction
in the case where an h,t-path in H exists:

Construction 1. Assume that there is an h, ¢-path in H.
Let w € V(H) be an h, t-vertex separator of size one
in H, let R = Ry(h,{w}) and let C be the set of
connected components of H — w containing neither
node h nor node .

() If N} (w) N R =0 then Rg(h,{w}) is an extended
SISO-region.’

(ii) If node w ¢ N then Rg(h, X) is an extended SISO-
region for all connected components C’ C C and all
node sets DS,, C Né‘(w) N D;, with node set X =
N (w) \ (UC' UDS,).¢

Next, we consider the case that node h is a cutvertex

in H. This construction is independent of the existence or

absence of an h, t-path in H, and leads to the second and
third constructions:

Construction 2. Assume node h is a cutvertex in H.
Let C be the set of connected components in H — h
not containing ¢. For all ¢’ C C and for all DS, C
N (h) N Dy, it holds that Rg(h, X) is an extended
SISO-region where X = NZ (h) \ (UC'UDS,).”

However, node h can also be the single-exit of an extended
SISO-region without being a cutvertex. This extended
SISO-region consists of node h together with duplicat-
able nodes of the set D;, thus requiring the following
construction, except when h is a cutvertex:

Construction 3. Assume node h has duplicatable neigh-
bors, i.e., NZ: (h)NDy, # (. For all DS;, € N (h)NDy,
it holds that Rg(h, N2 (h) \ DSp) is an extended
SISO-region.?

The described constructions cover the cases where there
is an h, t-path in H and with node h being the single-exit.
Thus, the constructions for the cases without an h, t-path
in H remain. In these cases, nodes h and t can already
be considered separated; hence, we are only interested in
cutvertices or regions that result from the fact that there is
no h,t-path. We start with the construction for the latter:

Construction 4. Assume that there is no h,¢-path in H.

(i) dom™ (h) is an extended SISO-region.’
(i) dom™(h) \ dom(w) is an extended SISO-region for
all nodes w € Dy,."0

5. Proof idea: It is implied that w is the single-successor because all
nodes that are reachable without w are contained in the region. It remains
to show that the region has a single-entry after duplicating DM . If this
is not the case, then w is not a s, ¢t-separator of in H.

6. Proof idea: Since X contains only successors of w, this node
is the single-exit. The proof that the region has a single-entry after
duplicating DM is similar to Construction 1 (i).

7. Proof Idea: Similar to the idea described for Construction 1 (ii).

8. Proof idea: The region consists only of h and duplicatable nodes
in Dy, therefore, we can duplicate all necessary nodes in Dy, to obtain
a single-entry, single-exit region where the entry and exit node is h.

9. Proof idea: Since N = (), the region has no successor and dupli-
cating nodes in Dy, is sufficcent to obtain a single-entry.

10. Proof idea: dom™ (h) is a SISO-region without an successor.
Removing dom(w) implies that w is the single-successor, since all nodes
in dom(w) are only reachable over w.

(iii) Let w € dom™ (h) s.t. dom(w) N Dy, # P!
a) Rg(h,X) is an extended SISO-region for all non-
empty sets X C dom(w) N Dy, N NZ (w).
b) If N/ (w) C Dy, then dom™(h) \ dom(w) is an
extended SISO-region.

Next, we show how to construct a region for a given
cutvertex. Since Constructions 2 and 3 also hold when
there is no h, t-path in H, we only have to consider cutver-
tices that are different from A for the final construction.

Construction 5. Assume that there is no h, ¢-path in H.
Let w € V(H) be a cutvertex in H, let R =
Ry (h,{w}) and let C be the set of connected com-
ponents in H — w containing neither A nor ¢.'?

(i) If N} (w) N R =0 then Rg(h, {w}) is an extended
SISO-rebion.

(ii)) Rg(h,X) is an extended SISO for all connected
components C’ C C and for all node sets DS,, C
N& (w) N Dy, with X = N (w) \ (UC' UDS,,).

To ensure that constructions Constructions 1, 4 and 5
are cyclic extended SISO-regions containing the initial
loop L, we have to show that loop L is contained in
every constructed region: Primarily, no node in L is in
Dy, because each of them has a successor in the ini-
tial loop region L. This implies that none of them is a
leaf. Additionally, if they have a duplicatable leaf as a
descendant, they have an out-degree of at least two and
are therefore not duplicatable. Consequently, the initial
loop region is contained in dom~(h) and every node
in the initial loop region has a successor in dom~ (h),
implying that L is contained in each region constructed
by Construction 4. Since the initial loop region has a
vertex connectivity of at least two, it holds for the regions
constructed via Constructions 1 and 5 that L \ {w} is
contained in R, implying that L is in the constructed
region because either w ¢ L or NJ, (w) N R # 0.

Next, we modify the construction for the case that h
is also the exit node of the cyclic region:

Construction 6. Assume that the node h is a cutvertex
in H or N (h) N Dy, # 0. Let C be the set of
connected components in H — h that neither contains ¢
nor any vertex of L, and let Cy, be the set of connected
components that contain the vertices of L\ {h}.

If any connected component in C; also contains
node ¢, then there exists no extended cyclic SISO-
region with exit node h.

Otherwise, for all connected components C' C C
and for all sets DS, C N/ (k) N Dy, it holds that
R (h,NZ&(h) \ (U(CL UC') UDS}) is an extended
SISO-region, i.e., the extended SISO-region contains
JC'uDS,UJCr, the node h, and some duplicatable
nodes to ensure that h is the single-entry and single-
exit node of the region.'?

Overall, by introducing Constructions 1 to 6, we pro-
vide an approach to identifying all extended SISO-regions
for a given entry by computing h, t-separators of size one
and cutvertices.

11. Proof idea: Similar to the idea described for Construction 4 (ii).
12. Proof idea: Similar to the idea described for Construction 1.
13. Proof idea: Similar to the idea described for Constructions 2 and 3.



(a) Constructions 1 and 5: Note that N
is empty sets for Construction 5.

D/r

\

J

(b) Constructions 2 and 3: Note that N

and C can be empty sets.

D h °
L w

J

(¢) Construction 6: Note that N and C
can be empty sets.

(d) Construction 4 (i): the only region

without any successor/exit. successor in Dy,.

(e) Construction 4 (ii): regions with the

(f) Construction 4 (iii): regions with the
successor/exit in dom™ (h).

Figure 9: Illustration of all six constructions of extended SISO-regions, where L is a loop in the CFG whose extended
SISO-region we want to compute when considering cyclic regions, otherwise L does not exist.

Runtime Considerations. Finally, we discuss whether
the approach introduced in this section is practical ap-
plicable or not. First, since we are only interested in
vertex-separators of size at most one and cutvertices, we
can find these vertices in quadratic time. The worst-case
algorithm would check for each node v in V' (H) whether
node ¢ is still reachable from h if v is removed from H,
respectively H without node v has more connected com-
ponents than H. Both properties can be easily verified by
a modified breadth-first-search algorithm.

Furthermore, although our constructions seem to be
quite complicated at first, we only compute a linear
number of extended SISO-regions in total: Since the out-
degree is constant ¢, and most nodes have out-degree
at most two, each of the Constructions 1 to 3, 5 and 6
generates at most 2¢ different SISO-regions. Furthermore,
Construction 4 generates the region dom™ (h), one region
for each node in Dy, and at most 2° — 1 regions for each
node in dom™ (h), which is still linear in the number of
nodes. Additionally, computing the sets Rj(h,_) can be
done in linear time using a breadth-first-search algorithm.
Nevertheless, in the case the single-exit has more than
two successors, future approaches may want to reduce the
number of regions they compute.

B.4. On Multiple-Exit Regions

As aforementioned, in case of cyclic regions, we al-
ways want to consider a subgraph where the single-entry
is the loop-entry. Thus, in case there exists no extended
SISO-region whose entry is the loop-entry, we suggest
the computation of a subgraph with a minimum number
of successors. By minimizing the number of successors,
a minimal number of edges must be handled to obtain
an extended SISO-region which hopefully reduces the
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introduced complexity. The single-entry of this subgraph
should still be the loop-entry. Again, we argue for allowing
the duplication of linear code, i.e., computing the minimal
number of successors after potentially duplicating linear
code. Here, we need another auxiliary graph H* which,
in contrast to the previous auxiliary graph H, is directed.
However, the set of nodes is the same, except that we
contract L into a single node. Since we allow the dupli-
cation of linear code, these remaining successors cannot
be eliminated by code duplication; hence, we only have to
consider the other available options to translate this region
into a resolvable one.

For the construction of graph H*, we first have to de-
fine the set of ancestors A(x), as the set of all nodes reach-
ing node z, i.e., A(z) = {v € dom™ (h) | Jv, z-path}. We
need this set to ensure that all predecessors of a region
node are also contained in the region; otherwise the region
would not have a single entry. Now, we can define the
graph H*: The node set V' (H*) consists of all nodes of the
sets dom™ (h)\ L, N, one node s for the initial loop region
L, and an additional sink node ¢. Similar to the graph H,
we add each directed edge (z,y) € E(G) of the CFG G
to the auxiliary graph H* if the source z is in dom™ (h)\L
and the sink y is in dom™ (h) \ LUN, and a directed edge
from each node in N to ¢. Furthermore, we add an edge
between node s and a node y in dom™ (h) \ LU N if there
exists a node x € L such that (z,y) € E(G). Finally, we
add the edge set Eto graph H*, consisting of the edges
(z,y) with z € dom~(h) \ L and y € N} (A(z)). By
the construction of graph H*, it holds that there exists
no edge from N to dom™(h) in H* and that node s has
no predecessors in H*. To find a region with a minimum
number of successors, we compute the closest minimum
s, t-vertex separator in graph H*.



Definition 2. Let G = (V, E) be a directed graph and let
s,t be two distinct vertices in G.
1) A s,t-vertex separator is a vertex set X C V'\ {s,t}
s.t. there is no s,¢-path in G — X. Note, there can
still be ¢, s-path in G — X.
2) For a vertex set X, the set of reachable nodes from
node s in G — X is denoted by Rg(s, X).

We chose the closest separator to obtain a loop-region
that does contain as few additional nodes as possible.
Basically, only the nodes of the loop are contained in
a cycle, so each node we add is somehow not part of
a cycle. Now, given a minimum s, t-separator of size /¢
in graph H*, we can construct the following single entry
region with ¢ successors:

Construction 7. Let set X be a closest minimum s, t-
separator in H*. R = Rg(h, X) is a single-entry re-
gion with | X| successors containing L after potentially
duplicating some linear-code.

Here we suggest only computing one region, to not artifi-
cially inflate the loop-region. Afterwards, we only have to
duplicate the nodes in RN D having a predecessor outside
the region or whose unique successor must be duplicated.
Of course, approaches can also consider subgraphs of this
region and translate these into C-structures.
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