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Abstract—Additive Manufacturing (AM) is critical for the
fourth industrial revolution (i.e., Industry 4.0). It involves
printing a 3D object layer-by-layer from scratch. Fused
filament fabrication (FFF), one of the most widely used AM
technology, has been adopted by commercial and domestic
consumers. With the recent addition of metal filaments,
FFF caters to a broad spectrum of manufacturing industry
requirements. Cybersecurity and Quality Assurance (QA) of
the FFF process is an active research area. Like any other
cyber-physical system, FFF exhibits many side channels
(SCs), including acoustic and thermal emissions, vibrations,
etc. Researchers in the QA domain use SCs to predict defects
in the printed parts. Cybersecurity researchers, on the other
hand, utilize SCs to identify malicious anomalies in the pro-
cess. While the aims are different, there are definite overlaps
in both communities’ acquisition and analysis methodologies.
As the two communities bring distinct skill sets and exper-
tise, we find an opportunity to bring them closer through
a systematic study of available work and identifying the
commonalities and distinctions to motivate the consumption
of cross-domain knowledge. Our approach to systematizing
the knowledge is based on identifying the available SC, the
acquisition and analysis methodologies, performance statis-
tics, associated challenges, and future research directions.
This knowledge consolidation and systematization exercise
will not only help the new researchers aiming to explore
SCs in the FFF process but also highlight collaboration
opportunities between QA and cybersecurity communities.

Index Terms—Additive Manufacturing, Side Channels, Sab-
otage, Defense

1. Introduction

With the changing industry verticals and adoption of
smart manufacturing, the use of additive manufacturing
(AM) is increasing, with its projected growth estimated at
$44.6 billion by 2028 [1]. AM, commonly referred to as
3D printing, is the process of creating a physical object
from a 3D model. AM enables manufacturers to produce
complex geometries with granular control compared to
traditional subtractive manufacturing.

From its introduction back in 1987 [2], AM, with
its limited usage and high cost, has gone through many
advancements to the point where even a home user can
purchase a small-scale 3D printer. These days, AM is used
in the aerospace industry to design, and prototype rocket
parts [3], UAV (unmanned aerial vehicle) components,

the medical sector for developing prosthetic implants,
transportation, etc. GE aviation [4] used AM to build the
world’s first passenger jet engine with a 3D-printed fuel
nozzle. The engines are expected to be lighter with 5x
more durability and are 20% more heat resilient.

Fused Filament Fabrication (FFF) is rapidly growing
and vastly adopted AM technology and is one of the seven
AM classes broadly categorized by the American society
for testing and materials (ASTM) [3]. FFF is a material
extrusion-based AM process that includes extruding a
heated filament through a nozzle and depositing layer by
layer to create a 3D object. Because of its rapid adoption
in commercial and consumer settings, AM is getting in the
spotlight of adversaries and becoming a potential target.

AM is a cyber-physical system (CPS) and as any other
CPS technology (SCADA, IOT, etc.) subjected to poten-
tial security breaches [5]–[12]. 3D printers leak process
information in the physical domain. The measurement and
analysis of this physical domain data, termed side chan-
nel (SC), could potentially reveal information that could
help detect process anomalies. Cybersecurity researchers
have used SCs for monitoring the FFF process to detect
cyberattacks on a printed object or printing environment.

Similarly, QA researchers explore SCs to identify de-
fects in printed objects accurately. While the FFF process
allows for the fabrication of more complex geometries
and saves time and material wastage, it needs to achieve
precision and quality in a final 3D print. The failure rate,
in the FFF process, could reach up to 20% [13]. These
numbers are majorly attributed to incorrect parameters
controlling the printing process and sensitivity to environ-
mental conditions. Therefore, monitoring these controlled
and uncontrolled parameters is critical for QA.

While both cybersecurity and QA research communi-
ties have a different process-monitoring focus, there are
definite overlaps in the SC monitoring techniques used by
both communities. This paper presents a systematic study
of available literature about SCs use in QA and cybersecu-
rity. Overall, the accuracy and precision of an SC are vital
for designing a monitoring scheme. Our analysis reveals
that using multiple sensors is more precise for detecting
process anomalies. Similarly, power signals provide more
accurate results but are limited to kinetic-type anomalies.
Several factors, such as sensor intrusiveness, precision,
noise, and printing-environment variables, should be con-
sidered while designing a monitoring technique.

Key contributions of this study are as follows:

• Consolidation of knowledge related to the use of
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SCs in QA and cybersecurity for detecting process
anomalies in FFF-based AM process.

• A systematization methodology based on identi-
fying the available SCs, and the acquisition and
analysis methodologies.

• Performance evaluation of existing SCs to identify
research gaps.

• Providing in-depth insights through establishing
an association between SCs and printing param-
eters with process anomalies.

• Identification of commonalities and distinctions
between QA and cybersecurity domains to con-
sume cross-domain knowledge and emphasize col-
laboration opportunities.

The rest of the paper is organized as follows. Section
2 presents motivation and required background, followed
by methodology and systematization approach in Section
3. Section 4 presents the FFF security and QA goals.
Section 5 presents the categorization of process anomalies.
Systematization of existing research efforts is presented
in Section 6. Section 7 discusses accuracy and challenges
associated with each SC, followed by recommendations
and future directions. Section 8 concludes the paper.

2. Motivation and Background

This section details the motivation, followed by a brief
background of the FFF process chain.

2.1. Motivation

Available taxonomies and surveys in QA and cyberse-
curity domain for monitoring the FFF process using SCs,
don’t identify and relate the commonalities between the
two communities. Fu et al. [14] presented a literature re-
view for in-situ monitoring techniques for the FFF process
focusing on the QA aspect of it. Similarly, Yampolskiy et
al. [15] presented a comprehensive attack taxonomy and
survey for AM but didn’t relate QA to it. Another attack
taxonomy as presented by Ahmad et al. [16] accounts
for the attacker’s perspective and motives to understand
the relationship between quality control (QC) and CPS
attacks in the manufacturing process. The study, however,
is limited to threat identification, and the later stages, i.e.,
detection and response, were not integrated. Therefore, a
need to link these studies and consolidate the extensive
work in the domain of QC and CPS security is inevitable
to reap the best of both domains.

Attacks in FFF can be majorly categorized as IP
theft, sabotage, and illegal part manufacturing [15]. In
sabotage attacks, the adversary targets the product or
printing process with the aim to reduce its mechanical
strength, change the part design or impart damage to
the equipment. SC in the security domain is being used
to detect such anomalies whilst in QA SC is used to
validate print integrity and detect defective print. Key
quality characteristics are used to ensure that the product
remains in conformance with the design intent in terms
of geometry, mechanical properties, etc. Regardless of
monitoring terminologies or the technique used, the goal
of both domains is to monitor and prevent any anomalies
or defects in the printing process/print.

Adding QC perspective to it, the process-anomaly (or
anomaly) can therefore be defined as any malicious or
uncontrollable action that deters the product quality or
printer’s performance leading to non-conformance of the
user’s design intent.

2.2. FFF Process Chain

The FFF process starts by creating a 3D object design
in computer-aided design (CAD) software. The design
file is typically converted to standard triangle language
(STL) format comprising the object’s outer geometry in-
formation as a set of adjoining triangles. The STL file
is then transferred to a slicing software that converts it
into printer-specific instructions (called G-codes) using
selected printing parameters such as layer thickness, in-
ternal structure, and temperature profile. G-codes are sent
to the printer via USB or network interface where the
printer firmware interprets and sequentially executes these
instructions layer after layer to print the object.

3. Systematization Approach

Figure 1 represents the systematization approach used
in the presented study. Five components are used to sys-
tematize the current knowledge base; i) printing process
parameters, ii) process-anomalies targets, iii) side chan-
nels, iv) master profile requirement, and v) the research
methodology. The proposed systematization approach uses
side channel (SC) to monitor process anomalies (A) that
could be the effect of inconsistent printing parameters (P).
Methodology (M) is used to provide correlation between
the physical domain data, obtained through side channels
(SCs) and the process-anomaly (A). The study shows that
the proposed approach effectively and usefully summa-
rizes relevant literature from the QA and cybersecurity
domains using the mentioned five components.

For example, Brion et al. [17] use computer vision
to detect warping defects in the print object. Labeled
images were used to train a deep convolution neural
network (CNN) to predict warpage in real time. In this
case in point, the side channel (SC) is ‘Optical’, monitored
process anomaly (A) is ‘Warpage’ and the methodology
(M) used is ‘machine learning and image processing’.
The components used in the systematization approach are
detailed below.

Side Channels (SCs): These refer to the physi-
cal domain data that is being exploited/used for detect-
ing/monitoring process-anomaly. A total of eight SCs were
selected in this study based on quantitative and qualitative
research available in the literature. These include acoustic
(SCA), electric current (SCI ), thermal (SCT ), optical
(SCO), laser (SCL), pressure (SCP ), vibration (SCV ),
and heterogeneous sensors (SCH ).

Parameters (P): These are the variables that are
set/controlled, before/during the printing process. Any
anomalous alterations to them could potentially change the
part properties. A selected set of printing parameters based
on their potential effect on the printed object, significance
for contributing to complying with the design intent, and
use by the community to impart defect were chosen and
are detailed in Table 1. Material counterpart (Pm) in Table
1 has been added for completeness, but since it is not
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Figure 1. Systematization approach for Side Channels in FFF process

much explored using SC monitoring, therefore, is not
further detailed in systematization.

Process Anomalies (A): These are the potential
anomalies/defects that are being monitored using SCs and
are further detailed in section 5.

Methodology (M): These are state-of-the-art tech-
niques that are being employed by researchers, for de-
tecting process anomalies through the data obtained using
different SC. We have defined four categories to relate the
literature to these methodologies.

• Machine Learning (M1): The data collected from
different side channels (SCs) trains machine learn-
ing (ML) models to predict process anomaly (A).

• Image Processing (M2): The digital image is pro-
cessed using different algorithms to collect infor-
mation used for later analysis.

• Mathematical/Statistical approach (M3): Theoreti-
cal modeling of a process is done and the findings
are used for comparative analysis against the re-
sults obtained from experimental studies.

• Trend/Data Analysis/Comparison (M4): The ex-
perimental data is evaluated either by plotting and
analyzing the trends or by comparing it against
some set thresholds.

Profiling Requirements: Based on the need for a
master profile the current research efforts could be divided
into two categories. The first category makes up for those
efforts that need a per-object profile to compare and look
for anomalies in the print object. These profiles could be a
CAD model from a design file or rendered G-code data, or
an ideal print object. The second includes those that don’t
require such profile or source of truth to make predictions
instead can either be trained on features extracted from an
anomaly or using the correlation of the ground truth sensor
data with previous data trends to make future predictions.

For example, in image processing, one might need a
source profile to compare and detect process anomalies.
For each print geometry, the source profile would be
different. On the other hand, if a technique is trained using
offline data of a process anomaly and is not limited to a
particular geometry, then the predictions are made using
the trained algorithm without requiring per-object profiles.

4. FFF Security/QA Goals

In order to better understand security objectives for a
FFF process, we first need to perceive the attacker’s intent.

TABLE 1. LIST OF PRINTING PARAMETERS

Parameter
Name Symbol Definition

Infill
Density Pid

Density of the internal supporting structure measured
in percentage.

Infill
Pattern Pip

Defines the way the internal structure is arranged.
There can be many arrangements including
honeycomb, line, rectilinear etc.

Raster
Angle Pir

Angle between the specimen principle axis and
the build platform x-axis.

Nozzle
Temperature Pnt

Temperature of the print head nozzle needed to melt
material for extrusion.

Extruder
Feedrate Pef

Measured in mm/s, defines the speed at which the
filament is being extruded from the nozzle and is
governed by the extruder motor (e-axis) of printer.

Layer
Thickness Plt

z-axis defines the layer thickness in the print
geometry.

Bed
Temperature Pbt

Temperature of the print bed needed to attain proper
inter/first-layer bonding.

Nozzle Speed Pns

Also termed as printing speed measured in mm/s
normalize the cooling time needed for proper
interlayer bonding and reduced thermal stresses.

Axis Pax
The x,y-axis motors engage the print head and
define the print geometry in these two dimensions.

Material Pm
Material type effectively changes the chemical
and mechanical properties of the print.

Fan Speed Pfs

The fan in the printing process provides the
cooling effect needed to stabilize the
fused filament and the print geometry.

The goal of an adversary is to either steal intellectual
property (IP) or manipulate the printing process to ren-
der the printed object useless/defective. Researchers have
demonstrated multiple obvious and concealed, high and
low magnitude attacks on the printing process to decrease
the fatigue life of print by introducing defects in the object
[18]–[20]. As the attacks target the physical side of the
cyber-physical chain, conventional cybersecurity methods
do not offer optimal solutions. Being a cyber-physical
system, AM offers additional information sources (side
channels) that cybersecurity researchers are leveraging to
detect malicious intrusions in the printing process.

The goal of quality assurance is to ensure that the
entire process chain is optimized to achieve a final printed
object that complies with the design specifications. QA
scope also covers the issues raised due to machine hard-
ware problems. A monitoring scheme should therefore
maintain and optimize the printing parameters and ma-
chine state to guarantee a reliable and defect-free product.

4.1. IP Theft

Information Property (IP) theft poses a serious threat
to additive manufacturing because manufacturers rely on
producing designs that are better, cheaper, and easier to
adopt than their competitors. Leaking such information
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TABLE 2. EXISTING STUDIES ON IP THEFT

Ref. Side
Channel Printer Method

-ology Acc. Err.

[23]
SCA

Printrbot M1 78.35% 17.82%
[24] Printrbot M1 86% 11.11%
[21] SCI Lulzbot Taz 6 M4 99% 0.79%
[25] SCT Printrbot M1, M2 − −
[26] SCO Rostock Max M1 − 0.71mm
[27]

SCH

Printrbot M1 78.35% 17.82%
[29] Printrbot M4 − −
[28] Lulzbot Taz 5 M1 − 1mm
[22] Ultimaker 2 M1 93.55% 5.87%

can jeopardize their market standing. An end-to-end se-
cure AM system is still susceptible to IP leaks because
of the emanations generated from the printing equipment.
Adversaries can use this side-channel information to gain
insights into the printing process, such as the material
used, feed rate, and part geometry. Therefore, to fully
unlock the potential of AM technology, it is crucial to
understand and mitigate such threats.

Table 2 lists literature related to IP theft. The table in-
cludes the types of SCs that researchers have used to get IP
information, as well as the achieved accuracy and errors in
prediction. It can be noted that current (SCI ) achieves the
maximum accuracy of 99% [21] in estimating the object
geometry followed by the heterogeneous sensor (SCH )
with 93.55% [22]. Researchers have mostly employed ML
techniques to train and predict print geometry [22]–[28].
ML technique is restricted to per setup basis wherein
prediction accuracy is greatly affected by the printer and
the sensors used. Therefore, in addition, researchers have
also added post/pre-processing manual steps to improve
prediction accuracy [28].

4.2. Sabotage

The process anomalies if intentional aims at deterring
the part quality such that making it rendered useless or fail
during operation. Researchers have proposed to use SCs
to detect any adversarial attempt to sabotage the process
or add a vulnerability particular to print dynamics. Table
3 lists studies related to sabotage anomalies with the cor-
responding compromised elements, sabotage stealthiness,
and the printing parameters that are being manipulated to
compromise the printed object. To sabotage the printing
process, an attacker could add adversarial changes to the
3D design file, G-code instructions, slicing parameters,
and/or firmware of the printing equipment and thus act as
a compromise element for them to add process anomalies.

On the level of visual deformation and stealthiness
in the print object, an anomaly could be categorized into
Low �, Medium �� and High � stealth attacks. Where,
Low � stealthiness attacks can easily be detected through
visual inspection. Medium �� on the other hand, don’t
have visual deformation in the finished geometry, but can
easily be detected by low-precision detection schemes or
manual inspection during the printing process. High �
stealth attacks are smart and concealed in the finished
geometry. These are hard to detect and could only be
identified using high-precision post-production/in-situ in-
spection/monitoring techniques.

A void, for example, if visible in the final print object
categorized as low, if obfuscated in the finished print
but could be easily detected using in-situ monitoring or

Figure 2. Stages of FFF Process Monitoring

manual in-process inspection termed as medium, but if
it requires high precision monitoring techniques to be
detected it is categorized as high stealth anomaly.

4.3. Quality Assurance

To ensure a reliable and defect-free manufactured
product, QA is an essential component in AM produc-
tion chain. Factors like nozzle clogging, material runout,
under/over-filling, etc. lead to defects in the manufactured
3D product. A reliable monitoring system should therefore
be able to foresee such conditions and stop printing in
case of a failure state, as stopping helps reduce material
wastage and more importantly saves production time.

QA in the FFF process as shown in Figure 2, can be
done in two stages, print monitoring also termed in-situ
process monitoring, and post-production testing. The first
as the name suggests is done while the machine is in
a printing state. There are many factors that can affect
the efficient working of the FFF process; those could
be internal like erroneous printing parameters or could
be external hardware defects like material runout, nozzle
clogging, etc. Post-production testing (forensics & testing)
[54] on the other hand is done once the printing process
has ended and a finished 3D geometry is available.

In-situ process monitoring is done using SCs and could
be non-intrusive such as measuring acoustic emanations,
or the vibrations produced during the printing process,
or it could be intrusive e.g. using an encoder attached
to the printer to measure extruder speed. These channels
can help give information about the state of the printer
itself and the quality of the built object. Different states
of the printing machine and the detected printing defects
are studied in the literature. Quality is maintained by
monitoring characteristic properties, also referred to as
Key Quality Characteristics of the print object.

5. Process Anomalies

As defined earlier process anomalies can either be
sabotage attacks or defects due to incorrect printing pa-
rameters. These anomalies serve as a target for mon-
itoring schemes. Anomalies can be categorized into 3
major types: kinetic, thermodynamic, and hybrid as shown
in Figure 3. The first type is related to the kinetic
properties of the printing process and includes Fila-
ment Kinetics (FK), Nozzle Kinetics (NK), and Z-profile
(ZK) type anomalies. Thermodynamics (TH) defines the
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TABLE 3. EXISTING STUDIES ON SABOTAGE ATTACKS AND THEIR STEALTHINESS

Ref. Compromised
Element Stealth Process

Anomaly

Affected Printing Parameters (P)
Pif Pnt Pef Plt Pbt Pns Pax Pm PfsPid Pip Pir

[30] Firmware � Afd,Agm �
[31] Firmware �� Afd �
[32]

GCODE,
Slicing parameters

� Avd,Afd,Aps,
Atm,Aif ,Azp,Agm

� � � � � � �

[33]
GCODE,

Slicing parameters
� Afd,Aps,Atm � �

[18] Design file � Avd

[34] GCODE �� Avd � �
[35] Firmware �� Afd,Aps � � �
[36] GCODE � Avd,Aps,Atm � �
[37] Design file � Aif � �
[38] Design file �� Aif � �
[39] N/A �� Aif � �

[40], [41]
Design file,

Slicing parameters
�� Avd,Aif �

[42] Design file, GCODE �� Avd,Azp �
[43] Design file, GCODE �� Avd,Azp �
[44] Firmware �� Aps,Aif ,Ath,Azp � � � �
[19] GCODE � Avd,Afd,Ath � �
[45] GCODE � Avd

[46]
GCODE,

Slicing parameters
� Avd,Afd,Aps,Atm,

Aif ,Ath,Azp,Agm
� � � � � � � � �

[47] GCODE, Firmware � Avd,Afd,Aif ,
Azp,Agm

� � � �
[48] Slicing parameters � Avd,Aif �
[20] Firmware �� Ath � �
[49] N/A �� Aif �

[50]–[52] N/A �� Agm �
[53] N/A �� Ath �

TABLE 4. PROCESS ANOMALIES AND THEIR AFFECTED DOMAINS

Symbol Process Anomalies Affected
Domain

Avd Voids FK, NK, TH
Afd Filament Density FK
Aps Print Speed NK
Atm Toolpath Manipulation FK, NK, TH
Aif Infill Anomaly FK, NK
Ath Thermodynamics TH
Azp Z-Profile ZK
Agm Geometry ZK, FK, NK, TH
Asq Surface Quality FK, NK, TH
Aw Warpage TH
Ab Bonding ZK, FK, NK, TH
Aes Extruder State FK, NK, TH

temperature-related print anomalies including nozzle tem-
perature, bed temperature, and fan speed process varia-
tions. Hybrid, on the other hand, amounts to the anomalies
that could be carried out using either/both kinds of the
previously discussed types. We grouped the anomalies
discussed in the literature into twelve types. Table. 4 lists
these anomalies and the major category they belong to.
The anomalies are detailed further below.

Voids (Avd): Voids or infill cavity occurs when a part
in a printing process has an area where the material has
been removed, e.g. by altering the G-code commands to
the original file, such that the resultant geometry is the
same but the mechanical properties are changed [34].
There are many factors involved in making each void
attack specific and unique, such as the location, number,
size, and shape of the void [55]. If these factors are
considered not at random but targeted to object geom-
etry can impart significant damage, and lead to critical
part premature failure [18]. Zeltmann et al. [48], studied
different sizes of void defects and their effect on the
printed object strength. They concluded that a defect of

Figure 3. Process Anomalies Domains

a magnitude as low as 150um can significantly change
part mechanical properties. Detecting such low-magnitude
voids is a difficult research problem as these variations can
lie within the normal printer specification tolerances [32].

Filament Density (Afd): Filament density anomalies
are the result of adversarial changes in the extruder feed
rate of the printing process. In case of a lower-than-
expected feed rate, the extruder nozzle might not extrude
(jammed state) or partially extrude resulting in under-
extrusion and if the feed rate is higher than expected it
will result in over-extrusion. Rais et al. [19] discussed
different variations such as enforcing cavity and varying
density through filament speed and state (on/off). From the
stealthiness point of view, these anomalies could be made
to create an impact without changing object dimensions,
print time, or weight of the targeted object and is obfus-
cated in the final print. Pearce et al. [31] demonstrated
that by using filament kinetics for material reduction or
relocation the tensile strength could be reduced by up to
50% of its designed value.

Print Speed (Aps): Anomalies due to the
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malicious/non-optimized changes made in the speed
of the print head, contribute to under/over-extrusion
conditions [35]. An adversary can vary the print speed
of some of the commands at specific layers [46], and
compensate elsewhere to obfuscate the anomaly. Gao
et al. [44] showed the effect of adverse nozzle speed
across shells (outer walls) and infill layers, resulting in
under-extrusion in the corresponding attacked layers.

Toolpath Manipulation (Atm): These are malicious
manipulation in the G-code to modify properties of the
object and could be executed by insertion, deletion, modi-
fication, and re-ordering of the instructions [36]. An adver-
sary could e.g., modify toolpath instruction to change ex-
truder speed, or movement command along nozzle (X/Y)
axis [33] or delete instructions that prints material at
critical location [36]. Modification of G-code commands
such that changing move pr instruction with just move
alone will add smart voids in the part geometry [32].
Atomic toolpath manipulations (one command change)
as investigated by Belikovetsky et al. [33] are difficult
to detect and therefore need careful consideration for
designing monitoring techniques.

Infill Anomaly (Aif ): Due to affiliation with move-
ment parameters, these process anomalies are categorized
as kinetic. Infill plays a critical role in defining the
mechanical properties of the print object [56]–[58]. Ad-
versaries could therefore add malicious changes in these
parameters resulting in degraded mechanical performance.
For example, changing the infill angle from 45 to 30
degrees [48] or changing density from 100 to 75% [49].
Different variations of such attack defects have been sim-
ulated by Wu et al. [38], [39] by changing the original
design file with a malicious one. Similarly, Bayens et al.
[37] discussed the adverse effects of changing infill pattern
and density for sabotaging a prosthetic knee implant.

Thermodynamic (Ath): These anomalies are related
to malicious changes in the nozzle temperature [44], print
bed temperature [46], and/or fan speed [44]. Xio [20] in
the XCon information security conference 2013, show-
cased a practical demonstration for RepRap 3D printer
using open source firmware. The developed exploit was
able to automatically download the firmware, manipulate
the temperature-related data and upload it back to the
printer. Using the exploit, the nozzle temperature was
manipulated to half of its intended value thereby affecting
the print geometry. Similarly, Gao et al. [44] showed how
changing fan speed from its original rate could potentially
result in adverse effects on print geometry.

Z-Profile (Azp): Categorized as kinetic, the layer
thickness of a print object is dictated by z-axis movement.
Layer thickness plays an important factor in defining the
mechanical properties of a print [59]. Even targeting some
of the layers [40], [42], [43] could do critical damage to
the object. Rais et al. [46] presented different variations
going as low as 0.1 mm change in thickness. Such attacks
are subtle in nature and hence difficult to detect through
visual inspection but can significantly reduce part strength.

Geometry (Agm): The shell defines the outer geom-
etry of the printed object and is internally supported by
infill. An adverse change to kinetic and thermal parameters
could lead to variations in part geometry. Maintaining
dimensional accuracy is an important characteristic for
defining a good-quality print. Rais et al. [46] presented

0.3mm dimensional changes in a single axis of the print
geometry. Such negligible changes if added to an object, to
be used as a critical component in an assembly, could lead
to incompatible form and fit, and may also cause unusual
excessive wear and premature failure. Factors such as
shrinkage and warpage due to internal thermal stresses
cause deformations in the geometry. Printing parameters
like extruder temperature, and raster width if optimized
can improve dimensional accuracy [60]. Dry printing due
to material run-out or nozzle clogging, premature job ter-
mination, and print bed temperature are other contributors
to dimensional irregularities.

Surface Quality (Asq): Measured in terms of sur-
face roughness, surface quality is influenced by many
printing parameters [61]–[63]. Kumar et al. [61] studied
parameters like layer thickness, raster angle, etc., and used
the Taguchi design of experimental evaluation to estimate
their role in defining surface roughness. Using the same
technique Martinez et al. [62] evaluated layer thickness,
inclination, and rotation along the z-axis as contributors
to surface quality. Their prediction model gives a good
approximation of the final surface roughness prior to the
part being printed. Under/over-fill is another contributor to
defining the surface quality of a 3D print [64]. Therefore,
monitoring surface roughness within design specifications
is critical for satisfactory printing results.

Warpage (Aw): Warping in print geometry is caused
by thermal stresses resulting from the material’s high
mechanical resistance and low thermal expansion, which
leads to shrinkage and warping [65]. Using adhesive at the
print bed and closed chamber printing has been found to
minimize the warpage defects [66]. Parameters like print
size and layer thickness as a contributor to the warping
effect have been investigated by Armillotta et al. [67].
In addition, Panda et al. [68], studied the effect of four
printing parameters; line width compensation, print speed,
layer thickness, and extrusion rate, and quantified them for
their influence on warping using a proposed evolutionary
system identification (SI) approach. The results indicate
that layer thickness and extrusion rate influence warpage
the most compared to other parameters.

Bonding (Ab): Poor interlayer and first-layer bonding
(adhesion with print bed) lead to degraded mechanical
performance and material peeling off respectively. Inter-
layer bonding refers to the bonding of the previous layer
with the new layer. Factors such as nozzle temperature
and speed, print bed temperature, extrusion feed rate and
temperature, and distance between the extruder and print
have been studied to have a significant effect on bonding
properties [69]–[73].

Extruder State (Aes): While the extruder condition-
ing itself is not attributed to the print quality but is
associated with the printer’s health and should therefore
be monitored for any anomalous behavior. Extruder mon-
itoring covers the extruder’s cold/hot end and the print
nozzle. The cold end states include filament loading, un-
loading, and material runout conditions while the extruder
hot end and nozzle states include normal, partially, or
fully clogged conditions [14]. Printing parameters like
nozzle temperature and filament feed rate directly affect
the extruder state. Any adversarial changes to these param-
eters could completely clog the nozzle making the printer
services unavailable or partially clog it to sabotage print.
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6. Systematization of Knowledge

The following subsections detail the research efforts in
both cybersecurity and QA domains, for real-time moni-
toring of process anomalies, along with the side channels
and techniques they have employed for the purpose.

6.1. Acoustic (SCA)

Acoustic emissions (AE) from the printing process can
detect kinetic anomalies by identifying variations in con-
trol parameters such as axes, extruder speed, displacement,
etc. as detailed below.

Filament Density (Afd): AE signals were investigated
by Li et al. [74] to classify different filament conditions.
The AE data is collected and trained on deep learning
(M1) algorithm named AE deep time convolution neural
network (AETCN), with a detection accuracy of 98%.
The technique however has low precision, as AE signals
needed for analysis are only detected when distortion is
large enough to touch the nozzle.

Print Speed (Aps): Chhetri et al. [35] modified the
printer firmware to add anomalous changes to nozzle
speed. By training a regression model (M1) on acoustic
data, they were able to achieve a detection accuracy of
73% for a change of 200 mm/min in speed parameter.

Toolpath Manipulation (Atm): To verify 3D printed
object integrity, Belikovetsky et al. [33] used fingerprint-
ing method by generating a master audio profile and
validating the printing process by checking it for similarity
(M4). Different thresholds were proposed and evaluated
using modifying, inserting, replacing, and deleting a single
G-code command. The correlation of audio signatures was
studied to detect any malicious changes. While the pro-
posed scheme can identify as minimum as a single G-code
instruction change, it however is limited by factors like
time synchronization and the inability to detect filament
extrusion and temperature changes.

Infill (Aif ): Acoustic signatures from a printing pro-
cess compared with a master profile can help detect design
discrepancies. Bayens et al. [37] proposed a 3-layer frame-
work using acoustic and inertial sensors, and material
analysis through spectroscopy. The acoustic signatures
were captured and compared (M4) to verify the built
geometry. A case study of malicious print of a prosthetic
knee was used to detect infill pattern and density from
Honeycomb to Rectilinear fill-pattern with 100% accuracy
and is verified using post-production CT-scanning.

Warping (Aw): Acoustic signal and accelerometer
data were used to train SVM (M1) for accurately pre-
dicting the failure state of the printer process. Combining
AE with temperature data has been proposed by Nam et
al. [75] to detect faulty prints due to first-layer adhesion
and warping defects. Using non-linear SVM (M1) the
technique was able to achieve detection accuracy of up to
100% but with limited precision for detecting such defects.

Bonding (Ab): AE produced due to material striking
or rubbing against the nozzle can help detect surface
defects produced as a result of material stacking and first-
layer bonding defects. Yu and Wang published a series
of papers on using acoustic data for diagnostic purposes
[74], [76]–[82]. AE features were used in their approach
to identifying normal and failed printing processes. In

the proposed approach [76], [80], [81], they have used
AE hits to diagnose first-layer bonding defects. ML al-
gorithms (M1) such as K-means clustering [76], hidden
semi-Markov model (HSMM) based state vector machine
(SVM) [80] and self-organizing map (SOM) [81] were
used to train the model and identify different failure modes
including material peeling off, buckling, dragging, and
scratching with the nozzle.

Extruder State (Aes): AE hits can also help iden-
tify different extruder states i.e. normal, semi-blocked,
blocked, loading, and material runout [77]–[79]. ML al-
gorithms (M1) SVM [77], HSMM [78] and clustering
by fast search and find of density peaks (CFSFDP) [79]
were used for training and getting prediction results for
different extruder states. The compressed sensing (CS)
technique can reduce the required data and sensors for
monitoring physical processes, as managing their number
is challenging due to increased cost and processing capa-
bilities. Lu et al. [83] employed CS and used AE hits and
a physics-based constrained dictionary learning scheme
to reconstruct the original signal using fewer data points.
They classified (M1) different nozzle conditions with only
4% error while using as little as 40% of the original data.

Filament breakage due to nozzle clogging or other
failures can be identified using AE signals. Yang et al.
[84] proposed a mathematical and experimental approach
(M3, M4) wherein they identified AE signals to have dif-
ferent probability distributions after breakage. The results
indicate that instantaneous skewness could be used as an
indicator for detecting broken filament.

6.2. Electric Current (SCI )

Power signals, as a function of electric current, can
provide information about the kinetics of the printing
process. The printer nozzle (x/y-axis), print bed (z-axis),
and extruder (e-axis) are all driven by stepper motors. Any
anomalous behavior in them can therefore be monitored.

Filament Density (Afd): Using a conductive material,
Parker et al. [85] characterize the print by sending electri-
cal signals and creating an in-situ resistance profile (M4).
The profile is then investigated for successfully predicting
defects due to under/over-fill conditions.

Toolpath Manipulation(Atm): The consumed electric
current is the function of G-code commands. Therefore,
any unaccounted manipulations will correspondingly af-
fect the power consumption pattern. Gatlin et al. [32] used
a master profile containing the electric current signature
generated during the printing process compared with the
in-process signals. The technique uses a set threshold
(M3) to trigger alerts and is validated over four types of
command manipulations. Similarly, Rott et al. [36] uses
deep learning to detect adversarial changes by predicting
power signatures based on object design and previous
electric current consumption behavior. Deep neural net-
work (M1) is trained using power signatures of multiple
toolpath instructions to predict power signatures. Different
defects were injected to test the proposed system main-
taining a detection accuracy of 96% with 95% precision.

Extruder State (Aes) Measuring extruder motor
power could help predict the status/condition of the print
head. Blocked or partially blocked condition decreases the
nozzle’s effective diameter causing increased resistance
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to flow, resulting in electric current variations. Kim et al.
[86] studied the effect of nozzle condition in relation to the
extruder motor and verified the hypothesis that a jam in the
extruder would result in increased power drawn. Tlegenov
et al. [87] presented a theoretical model (M3) for process
forces in filament extrusion and the effect of nozzle clog-
ging on extruder motor current. The model verified using
experimental shows a non-linear increasing trend (M4) of
electric current in relation to nozzle clogging.

6.3. Thermal (SCT )

Thermal cameras and sensors, for monitoring the heat
signature and temperature parameters respectively, are the
two main techniques employed to detect bonding strength
(Ab) and extruder conditioning (Aes) in the literature.

Thermodynamics (Ath): Using multiple sensors to
monitor temperature distribution is proposed by Lu et
al. [88]. Physics-Based compressive sensing (PBCS) was
used to restrict high-volume data requirements and hence
reduce computation costs. Using the methodology efficient
and accurate monitoring of the printing process can be
done with fewer sensors and computation requirements.
The results indicate that only a few measurements such
as from the side and top face were enough for a complete
reconstruction of the 3D temperature profile. PBCS was
further improved by introducing domain decomposition
[89], [90] and boundary domain reduction [91] approach.
The proposed method is then used for transient thermal
distribution monitoring of the FFF process.

Bonding (Ab): Thermal imaging has been investigated
to detect any malicious/benign bonding anomalies (inter-
layer and first-layer). A proof of concept for the in situ
process monitoring using the thermal channel is presented
by Ferraris et al. [92]. Using an experimental numerical
approach (M4), the signatures were compared in the time
domain and a correlation is found between the acquired
temperature profile with interlayer bonding. Pollard et
al. [69] studied the effect of extruder feed rate on the
interlayer bonding strength with the temperature recorded
through thermistors and an IR camera. They concluded
that a sudden decrease in extruder feed rate could cause
structural weakness due to lower extruded temperature
and hence result in lower bonding. In line with these
results, Costa et al. [70] in addition to extrusion feed rate
investigated more process parameters including, filament
dimensions, sequence of deposition, and environment tem-
perature to predict adhesion in between layers.

Seppala et al. [71]–[73] publish multiple articles on
optimizing the interlayer bonding strength. Using an in-
frared (IR) camera to gather temperature profiles [71], they
showed that the material and printing process parameters
correlate to the part strength, and understanding these tem-
perature profiles is the first step to optimizing the bonding
strength. Printing variables such as print head temperature
and nozzle speed [72], extruder feed rate, and temperature
[73], as a function of the weld zone temperature profile
were investigated. Samples were printed over a range of
these variables while gathering temperature profiles using
an IR camera. Following a mathematical and experimental
trend analysis (M4) they concluded that these variables
contribute to the interlayer bonding strength of the mate-
rial and should be optimized. Similarly, Malekipour et al.

[93] investigation of temperature profile (M3) and tempo-
ral plot reveal that ambient temperature, infill density, and
pattern also affect the thermal evolution of build layers.
In addition to the thermal optimization of these process
parameters, Prajapati et al. [94] investigated the standoff
region between the nozzle tip and print bed and presented
an analytical model (M3) to minimize temperature drop.

Understanding the effect of process parameters on
thermal field evolution is important for ensuring quality in
FFF. Li et al. [95] presented a framework for integrating
physical printing parameters with a data-driven approach
to enable quasi in-situ layer-by-layer thermal field pre-
diction. With cross-validation, they concluded that using
the proposed framework thermal field prediction could
be done more accurately and efficiently. Caltanissetta et
al. [96] used the same approach wherein using thermal
camera layered thermal profile is developed to investigate
spatiotemporal evolution (M4). They further investigated,
anomalous thermal profiles due to hot and cold spots,
contributing to interlayer bonding defects.

Extruder State (Aes): Thermal imaging can also help
give information on the nozzle working status such as
under/over-extrusion, warping, and normal printing state,
an approach investigated by He et al. [97] and further
extended by Hu et al. [98] using an IR camera to take
thermal images of each layer and extract features. The fea-
tures are compared using qualitative trend analysis (M4)
[97] to build a knowledge base for finding the starting
of each phase of nozzle conditions and using multi-class
SVM (M1) [98] to classify nozzle states.

6.4. Optical (SCO)

Optical SC uses cameras and scanners to gather pro-
cess information. Cameras are put at a certain angle and
distance to capture images or video for later analysis
to monitor and find process-anomalies (Agm, Ab, Afd).
Flatbed scanners on the other hand provide offline verifi-
cation of the print to measure surface quality (Asq).

Voids (Avd): Mamun et al. [40], [41] proposed video-
based printing process authentication. Using image pro-
cessing (M2) and multi-linear principal component anal-
ysis (MPCA), their technique was able to detect void
(100mm2) and infill angle (±45°) anomalies with up to
96% accuracy.

Filament Density (Afd): Banadaki et al. [99] used
videos to train Deep-CNN (M1) to quantify different
under/over-extrusion conditions. The model is trained on
each layer by extracting frames from the captured video.
Increasing the speed and decreasing the temperature of
the AM process lowers the quality and can result in
over/under-fill of material adding visible distortion on the
surface or internal voids. The proposed model classifies
the print as 5 levels of quality and achieves an accuracy
of 94%. Jin et al. [100] uses CNN (M1) for detecting
under/over-extrusion conditions, wherein in-situ video is
captured and images are collected. The algorithm reached
98% accuracy in classifying print quality. Similarly, Zhang
et al. [101] uses Deep-CNN (M1) to detect observable
geometrical changes as a result of under/over-extrusion,
warping, and first-layer bonding defects.

Baumann et al. [102] used image processing (M2)
to detect defects due to filament kinetics and first-layer
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adhesion with a detection accuracy of up to 80% but is
limited by high false positives. Liu et al [64] proposed an
image-based closed-loop architecture that effectively clas-
sifies the surface images based on under/over-extrusion
conditions. The architecture uses a digital microscope to
collect images and extract features using textural analysis-
based image processing (M2). Classification algorithm
(M1) trained on the features achieves an accuracy of 85%.
A PID-based feedback system is then used to optimize the
feed rate and temperature to achieve good surface quality.

Infill (Aif ): Wu et al. [38], [39], uses machine learn-
ing (M1) algorithms to detect infill defects in the part
geometry. Two types of camera assemblies, static and
moving were used to capture images of the print object
and train ML algorithms. The trained model was able to
predict defects with up to 96% accuracy. Petsiuka et al.
[103] proposed using G-code data to render a reference
image and compare it with the actual print. Using HOG-
based local image similarity (M2) and matrices to measure
mismatch, they were able to detect defects like local infill,
first-layer adhesion, and layer shifting at early print stages.

Geometry (Agm): Optical cameras have extensively
been investigated for detecting geometry/dimensionality
variations. Augmented reality has been integrated by
Ceruti et al. [104] to capture real-time print geometry
and compared it with a virtual 3D model. Using image
processing (M2) SURF algorithm, the two models are
compared with error detection ranging above 1mm. The
technique is limited by object geometry, with the feature
recognizable by the SURF algorithm. Malik et al. [105]
developed a Hololens application to enable layer-by-layer
user inspection of the print geometry.

Straub [49]–[53], [106]–[108] used image processing
(M2) and a multi-camera system to explore multiple print-
ing defects. Per-layer images are compared with an ideal
print or a CAD model to calculate the difference. How-
ever, the comparison result is affected by the alignment
of the two geometries [108]. The proposed framework
was explored for detecting attacks like positioning-based
[50], infill level [49], and micro defects [51], which are
of particular interest as visually challenging to inspection.
Similarly, Nuchitprasitcha et al. [109], [110] proposed a
360-degree real-time optical monitoring platform to de-
tect normal/failure printing state using image processing
(M2). The technique achieved a 100% detection rate for
geometry variation >10%.

Instead of comparing with the CAD model or an ideal
print, another approach is to convert the CAD model to
a theoretical point cloud (PC) and find a correlation with
the print geometry, a technique proposed by Kopsacheilis
et al. [111]. The algorithm uses april tag to find the
region of interest (ROI) and filter outliers. The correlation
with the theoretical PC detects a spatial change in the
print geometry by around 9.6%. Using a similar approach
Charalampous et al. [112] used 3D scans, captured using
a 3D light scanner, at regular intervals to construct real-
time PC and compare it with corresponding theoretical
PC (M3). Instead of using ideal PC data, one can train
the model with synthetic data containing aberrations. Li
et al. [113] using the technique trained multiple ML
algorithms (M1) and achieved detection accuracy of 98%
with Bagging and Random forest models for detecting
3mm radii geometrical defects.

Statistical Process Control (SPC) flow charts have also
been used for monitoring changes in the profile of the part
geometry. Ketai et al. [114] and Ye et al. [115], [116]
used the technique with the assumption that an abrupt
change in geometry is observed in case of error. Images of
each layer were collected and the contours were retrieved
using image processing (M2). The data is then analyzed
using control flow charts and a signal is generated in case
deviation in the profile is detected.

Surface Quality (Asq): Contrary to using a CAD
model or an ideal print for comparison, another approach
is to use data-driven techniques. Okarma worked in collab-
oration with Fastowicz [117]–[133] proposed no-reference
quality assessment of surfaces using image processing
(M2). Scanned images of flat surfaces were collected
and correlations of variable distortion levels were found
using different algorithms. As the distortion increases,
the mutual similarity decreases. Based on this finding,
different techniques such as structural similarity metrics
[118], feature similarity metrics [120], mutual similarity
[130], [131] and the combined matrix [132], [133] were
proposed and evaluated for their effectiveness to detect
distortion. Similarly, surface distortion increases the local
image entropy [126]–[129], therefore, can help distinguish
good/bad quality samples. An online approach for mea-
suring the surface quality is proposed by Huang et al.
[134]. Images of each layer are captured, while a control
chart is used to signal mean shift deviation indicating a
geometry defect. Blanco et al. [135] used flatbed scanners
for contour verification using image processing (M2).
The technique is limited by the offline capturing/scanning
of flat surfaces and therefore not suitable for real-time
monitoring and for complex geometry structures.

Warpage (Aw): Li et al. [136] proposed the use of
coherent gradient sensing (CGS) technology for monitor-
ing thermal stresses resulting in warping deformation. The
experimental evaluation includes a PLA material specimen
measured at three different cooling rates: fast, transient,
and slow. The results show the effect of these rates on
thermal residual stresses and the introduced deformations,
indicating CGS feasibility for monitoring such defects.

Bonding (Ab): Machine learning (M1) for training
models and predicting warping defects (Ab) is proposed
by Saluja et al. [137]. Deep learning Convolutional Neural
Network (CNN) is used for training and testing, wherein,
the data is collected by stopping the print at every layer for
2s. The image is limited to the region of interest to reduce
computation complexity. The proposed scheme was found
to be 99.3% accurate in detecting warping defects.

Extruder State (Aes): Optical sensing could be used
to monitor printer state. Greeff et al. [138] proposed a
closed-loop system for detecting and compensating de-
fects due to filament feed rate. Filament slippage, which
happens due to high feed rate and low extrusion temper-
ature, is monitored by capturing and analyzing process
video. Image processing (M2) is used to evaluate certain
ROI and to estimate speeds. The calculated speeds were
then analyzed (M4) for detecting and compensating feed
rate in a closed loop thereby contributing to higher accu-
racy prints. Heras et al. [139] used an optical encoder to
calculate filament speed and alert changes due to material
runout, nozzle clogging, or filament breakage. A feedback
loop in place then pauses the print in erroneous condition.
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6.5. Laser (SCL)

Limited literature is available on using laser SC and
is focused on detecting geometry (Agm), surface quality
(Asq), and layer thickness (Azp) type anomalies.

Z-Profile (Azp): A 2D laser triangulation scanning
approach is presented by Faes et al. [140] wherein a
camera in combination with a 650nm laser is used to
detect dimensions i.e. thickness and width of the track.
The setup was able to detect z-dimensional inaccuracies
of up to 100um. The technique, however, is limited by
material color, since translucent materials reflect less light,
because of a higher refractive index, resulting in larger
inaccuracies in measurements.

Geometry (Agm): Laser sensing provides high-
resolution layer-by-layer geometry information which can
be analyzed to detect anomalies. Li et al. [141] pro-
posed the feasibility of using PC laser-scanning data for
detecting abnormalities in print for simple and complex
geometries. In the extension of their work [142] they
used ML (M1) conditional adversarial network (CAN)
models to predict scanned-PC using 3D CAD geometry.
The predicted PC is then statistically compared with laser-
scanned PC data to detect geometric inaccuracies.

Surface Quality (Asq): Laser scanning approach has
also been adopted to detect surface inaccuracies due to
under/over-fill conditions. Lin [143] used scanned PC data
of the print surface and compared it with the CAD model
to detect surface defects. The three-stage method includes
converting PC data to a 2D image, comparing the image
with a CAD model using image processing (M2), and
defect reconstruction measuring the dimension and type
of defect. The technique was able to detect an underfill
of 4.6mm3 with an error of 13.5% and 6.6mm3 overfill
with a 12.5% error.

6.6. Pressure (SCP )

Pressure sensors have been employed to study nozzle
conditioning (Aes) and optimize bonding (Ab) with some
work on detecting warpage defects (Aw).

Warpage (Aw): Pressure readings on the extruder
can indicate the presence of warpage defects. Moretti
et al. [144] presented an approach in which upward-
oriented force on the extruder during the printing phase
is measured. The data is then processed using simulation
software monitoring the part compliance and stiffness. The
results indicate 93% accuracy in detecting warpage de-
fects, for warpage significant enough to touch the extruder.

Bonding (Ab): Coogan et al. [145], [146] used in-
line pressure, temperature, and viscosity measurements
within printer nozzle for predicting interlayer bonding
strength. The experimental results provide insights into
the extrusion process, which can help optimize bonding
strength and detect defects. The sensor data is used to
plot and analyze (M4) continuous viscosity curve as a
function of shear rate, temperature, and pressure. The
results indicate that in-line rheometer viscosity data can
be used to monitor and control the process.

Extruder State (Aes): Pressure side channel has
been used to monitor nozzle behavior during the printing
process. Anderegg et al. [147] presented a theoretical
and experimental (M3) approach for modeling pressure

and temperature distribution in the printer nozzle during
idle and extrusion conditions. The study aims to provide
improved process monitoring for detecting changes in flow
rate leading to inconsistent extrusion conditions. Another
such study is presented by Peng et al. [148] wherein using
experimental method (M3), the flow behavior and tem-
perature history during the extrusion process is analyzed.
To visualize the flow, inorganic pigments are selectively
included in the filament as flow indicators to illustrate the
flow history. The effect of temperature and feed rate on
the filament distribution was profiled (M4). The results
indicate the extrusion process to be highly non-isothermic
at high feed rates. The measurements provide critical data
for understanding the printing process parameters.

6.7. Vibration (SCV )

Vibrations during printing can provide valuable infor-
mation about multiple physical aspects. Process anomalies
such as filament density (Afd), nozzle state (Aes), and
layer-thickness (Azp) have been studied in the literature.

Filament Density (Afd): Bukkapatnam et al. [149]
proposed using an accelerometer for monitoring process
conditions including over/under-flow conditions due to
sub-optimal feed rates. Five conditions including normal,
underflow, overflow, fast, and slow feed rate were then
categorized using a neural network (M1) model with the
accuracy ranging up to 91% for variations >6%.

Z-Profile (Azp): Data from MEMS accelerometers
can also be used to train ML algorithms to detect ki-
netic anomalies. Shi et al. [42] proposed a data-driven
feature extraction approach based on LSTM-autoencoders.
MEMS accelerometers were used to gather data, wherein
supervised [43] and unsupervised ML algorithms (M1)
were employed to train the model on extracted features.
An F-score of 96% shows that the method can effectively
detect 100mm2 voids and layer thickness variations.

Extruder State (Aes): Vibration sensors have also
been proposed to monitor anomalous nozzle conditions.
Tlegenov et al. [150] proposed a physics-based model
(M3) to represent the nozzle state during the printing
process. As the moving extruder adds dynamic noise to the
measurements, the MEMS accelerometers were mounted
to an experimental setup with a fixed nozzle and moving
bed. The results indicate acceleration amplitude increases
non-linearly (M4) during nozzle clogging and hence can
effectively monitor such printing conditions.

6.8. Heterogeneous Sensors (SCH )

Using multiple sensors for monitoring different pro-
cess parameters for detecting anomalous behavior is an-
other approach used by researchers. Sensors like ac-
celerometer, encoders, thermocouples, etc. combined gives
a comprehensive knowledge of the process.

Voids (Avd): Yu et al. [34] proposed a multi-modal
system for detecting voids. Using analog emissions from
multiple SCs as a dataset, ML models (M1) were trained
to find the estimation function. In the testing phase real
control signals are then compared with values from the
estimation function, wherein a mismatch indicates anoma-
lous behavior. The proposed system is evaluated by detect-
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TABLE 5. SPECIFICATIONS OF COMMONLY USED PRINTERS IN LITERATURE

No. Printer name Cloud
Enabled

Build Volume
(cm)

No. of
Extruders Connectivity Supported

file type Fimware

1 Ultimaker S3 Yes 23 x 19 x 20 2 USB, Ethernet, Wifi
STL, OBJ, X3D, 3MF,
BMP, GIF, JPG, PNG

Marlin

2 MakerBot Replicator+ Yes 29.5 x 19.5 x16.5 1 USB, Ethernet, Wifi STL, OBJ Custom

3 LulzBot Taz 6 No 28 x 28 x 25 2 USB
STL, OBJ, X3D, 3MF,

JPG, PNG
Marlin

4 Prusa i3 MK3S Yes 25 × 21 × 21 1 USB, Ethernet, Wifi STL, OBJ, AMF, 3MF Marlin
5 PrintrBot Plus No 25 x 25 x 26.5 1 USB STL Marlin
6 Hyrel 3D E5 No 20 x 20 x 20 1 USB STL Hydra

ing void, adding 15% deviation in the design geometry,
with achieved detection accuracy of 98%.

Surface Quality (Asq): Rao et al. [151] presented an
approach wherein data from heterogeneous sensor arrays
are used to detect failure using a nonparametric bayesian
Dirichlet process model and evidence theory (M3). Effects
of printing variables i.e. feed rate, extruder temperature,
and layer height on surface roughness were studied. The
model is trained on the data collected from the thermal and
vibration sensors attached to the print bed and extruder.
The model achieved an average F-score of 85% in classi-
fying normal, abnormal, and failure extrusion conditions
by measuring surface roughness of up to 6.5um. In the ex-
tension of their work [152] online sparse estimation-based
classification (OREC) was used and achieved an F-score
of 90% in determining filament kinetics abnormalities.

Multiple Anomalies: Using data from multiple SCs
researchers have attempted to monitor multiple process
anomalies. Gao et al. [44] for example explored four cat-
egories of anomalies including void (Avd), nozzle kinetic
(Aps), layer thickness (Azp), and fan cooling attack (Ath).
By acquiring data from the accelerometer, magnetometer,
and camera, and applying mathematical modeling (M3)
and image processing (M2), they were able to achieve
97% accuracy in detecting significant distortions in the
part geometry due to fan cooling. They also obtained a
mean absolute error of 6.07% and 9.57% for speed and
layer thickness estimation, respectively.

An alternative to training ML models is to use sensor
data and compare it in real-time with an ideal profile.
Liang et al. [47] proposed the use of dynamic synchro-
nization to tolerate time noise and compare two signals.
Employing a data acquisition system to collect six differ-
ent side-channel signals, the proposed anomaly detection
approach gives 99% detection accuracy in detecting void
(Avd), 5% change in speed (Aps), infill (Aif ) pattern
change, 0.3mm layer thickness (Azp) and up to 5% ge-
ometry (Agm) deviations.

While using a multi-channel detection approach pro-
vides a good estimation of the printing process, subtle
changes to the printing parameters could potentially go
unnoticed. These aberrations, though small, can still affect
part geometry strength. Rais et al. [46] proposed Sophos,
a modular framework to detect minimal deviations across
the complete threat surface (Avd −Ag). In its implemen-
tation using optical encoders, thermocouples, and ther-
mistors, they were successfully able to detect 16 kinetic,
thermodynamic, and hybrid attacks. By transforming G-
code instructions through spatiotemporal modeling, and
comparing them with the sensors data, the attacks were
detected on the layer they occur.

7. Discussion

This section presents the analysis of the current re-
search trends, and challenges associated with each SC,
followed by future recommendations.

7.1. Analysis
A list of printers, along with their technical details,

that are commonly used by the majority of researchers
is presented in Table 5. A few printers support multiple
extruders, however, we do not find much research liter-
ature exploring the impact of extruder switching attacks
on the side channels’ performance. Most of the printers
used in the literature use open-source firmware, Marlin.
Thereby, enabling researchers to use firmware to augment
their attack detection scheme in a consolidated framework.

The accuracy and precision of an SC for the detection
of process anomalies are important in designing a moni-
toring scheme. Table 6 lists the achieved accuracy (Acc)
and precision (Prec) of different SCs in the literature. The
table summarizes the highest achieved Acc and Prec using
a particular SC for the detection of a targeted process
anomaly. Most of the reviewed articles don’t provide the
precision and/or accuracy of their proposed technique and
are therefore not listed in the table. Due to the lack
of such details, it becomes challenging to compare one
technique with the other. However, the general trend in
the table strongly suggests that Heterogeneous Sensors
(SCH ) are found to be highly precise and accurate for
detecting most of the process anomalies. Similarly, the
acoustic side channel (SCA) achieves more accuracy in
detecting different extruder conditions (Aes) i.e. up to 4
different states with 98% accuracy. Figure 4 details two
key linkages identified through a systematic review of the
literature; association of SCs for identification of process
anomalies and printing parameters contributing to these
anomalies. Based on these findings a generic framework
enabling researchers in designing/implementing a moni-
toring system is detailed in Appendix A.

Table 8 summarizes in-situ monitoring and anomaly
detection techniques. The literature is grouped based on
the requirement of the master profile and the acquisi-
tion techniques/ side channels. Each paper is summarized
based on the methodology used to find a correlation
between the data obtained through SC, monitored pro-
cess anomalies (A), and the research domain i.e. quality
assurance (Q) and security (S). Looking at these statistics
Optical (SCO) was found to be the most extensively used,
with heterogeneous sensors (SCH ) covering most of the
process anomalies. Geometry (Agm) process anomaly is
the most explored, while toolpath manipulation (Atm) is
the most under-explored process anomaly in the literature.
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TABLE 6. PRECISION (PREC) AND ACCURACY (ACC) OF SIDE CHANNELS FOR DETECTION OF PROCESS ANOMALIES (A)

SC Avd Afd Aps Atm Aif Ath Azp Agm Asq Aw Ab Aes

Prec Acc Prec Acc Prec Acc Prec Acc Prec Acc Prec Acc Prec Acc Prec Acc Prec Acc Prec Acc Prec Acc Prec Acc

SCA – –
200

mm/min
[35]

73
–

[74]
98

1 cmd
[33]

100
–

[37]
100 – – – –

–
[153]

87.5 – –
–

[80]
96

–
[80]

96
4

states
[79]

98

SCI
–

[32]
100

–
[32]

100
–

[36]
96

1 cmd
[32]

100
–

[32]
100 – –

–
[32]

100
–

[32]
100 – – – – – –

–
[87]

8
ER

SCT – –
3◦C
[98]

87.5 – – – – – –
–

[88]
6.86
ER

– – – – – – – – – –
4

states
[98]

87.5

SCO
100mm2

[43]
96

50%
[64]

85 – – – –
15◦
[40]

96 – – – –
3mm
[113]

98
50%
[64]

85
–

[137]
99 – – – –

SCL – – [64]
>3
ER

– – – – – – – –
–

[140]
0.1mm
ER

0.15mm
[142]

99
4.6mm3

[143]
13.5
ER

– – – – – –

SCP – – – – – – – – – – – – – – – – – –
–

[144]
93 – – – –

SCV
100mm2

[43]
96

>6
[149]

91 – – – – – – – –
0.05mm

[43]
96 – – – – – – – – – –

SCH
1mm2

[46]
100

1%
[46]

100
≥2sec
[46]

100
>1mm
[46]

100
1%
[46]

100
5◦C
[46]

100
≥ 0.05mm

[46]
100

2%
[46]

100
6.5um
[151]

85
–

[75]
100

–
[75]

100 – –

TABLE 7. LIMITATIONS AND CHALLENGES ASSOCIATED WITH SCS

Side
Channel Scope Intrusivity Noise

Sensitivity
Calibration
Complexity

SCA FK, NK, ZK No High High
SCI FK, NK, ZK Yes Low Low
SCT TH No Medium High
SCO FK, NK, ZK No High High
SCL FK, NK, ZK No Medium Medium
SCP FK Yes Low Medium
SCV NK No Medium Low
SCH FK, NK, ZK, TH No Low Low

Available studies for monitoring process anomalies
using SCs are more frequent in the QA domain with
only a few available in the security domain. However, the
literature study revealed a trend in evaluation criterion,
where the detection of process anomaly in QA generally
has low precision than security techniques monitoring the
sabotage of the print object. On the other hand, the QA
domain covers a broader feature set e.g warping, surface
roughness, interlayer bonding, and extruder conditioning
along with other process anomalies. QA process monitor-
ing techniques mostly focus on finding one type of pro-
cess anomaly at a time, whereas, in security, researchers
attempt to cover most of the anomaly surface.

Although both QA and cybersecurity researchers use
side channels, there is a fundamental difference in their
approaches. Cybersecurity research is deception-focused,
whereas QA research is quality-focused. QA domain pri-
marily targets the printed part, whereas cybersecurity re-
search aims to identify any intrusion or malicious modifi-
cation in the printing process. Topics like optimization of
printing parameters are seen in the QA side channel lit-
erature only. On the other hand, cybersecurity researchers
try to establish the integrity of the printing process, irre-
spective of the impact on the printed part.

7.2. SC Limitations and Challenges

Each side channel due to its intrinsic nature has dif-
ferent research challenges and limitations associated with
them. To effectively discuss them in relation to each SC
we considered four parameters as detailed below:

• Scope defines which physical domain (FK, NK,
ZK, TH) of the printing process the literature is
majorly focused on and is influenced by SC’s
intrinsic limitation or accuracy in measuring them.

• Intrusiveness states if the physical process is be-
ing manipulated/retrofitted to take measurements.

• Noise Sensitivity defines variability in SC data
triggered by variable environmental conditions.

Figure 4. SC linkages for detection of process anomaly (A) and associ-
ated printing parameters (P)

• Calibration complexity explains how difficult is
to collect interpretable data from SC under differ-
ent printers/printing environments.

Table 7 lists these parameters and the interpretation of
these to each SC is detailed further.

Acoustics (SCA) emanations are limited to monitoring
process variables that produce sound during the printing
and are therefore more effective in monitoring kinetic
anomalies. AE data could easily be gathered by plac-
ing a microphone near the printer and is therefore non-
intrusive in nature. However, the SC’s accuracy is highly
sensitive to environmental noise in the data and should
therefore be pre-processed. Also, different printers and
printing environments produce different frequency sounds
corresponding to complex calibration requirements.

Electric current (SCI ) is more effective in detecting
kinetic anomalies since the thermal process consumes pro-
portional current but cannot provide complete information
alone. The data is less sensitive to environmental noise,
however, measurement is intrusive in nature as the sensing
equipment needed to be placed in series. Calibration is
relatively easy due to the availability of specifications of
the printer parts, providing their characteristic behavior.

Thermal (SCT ) literature is constrained to monitor-
ing interlayer bonding strength or nozzle conditioning.
Thermal cameras could provide kinetic information, but
they are not often explored due to the availability of
more accurate sensing equipment, such as optical cameras.
The SC is non-intrusive in nature with data accuracy
mildly affected by environmental temperature variations.
Thermal SC has higher calibration complexity due to
physical/chemical variables such as material composition
etc. affecting the material bonding properties.
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TABLE 8. SUMMARY OF IN-SITU MONITORING AND ANOMALY DETECTION TECHNIQUES

Profiling SC Ref. Printer Method-
ology Q/S Avd Afd Aps Atm Aif Ath Azp Agm Asq Aw Ab Aes

Per-Object
Profiling

SCA

[33]
Replicator,

PrintrBot Plus,
BCN3D Sigma

M4 S �

[35] printrbot M1,3 S �

[37]
Lulzbot Taz6,

Lulzbot TazMini,
Orion Delta

M4 S �

SCI
[32] Printrbot Plus M3 S � � � � � � �
[36] Lulzbot Mini M1 S � � �

SCT [98] Makerbot M1 Q � �

SCO

[135] BCN3D Sigma M2 Q �
[104] Replicator 2x M2 Q �

[50], [51],
[52], [106],
[53], [107]

Replicator 2 M2 S �

[49] Replicator 2 M2 S �
[109], [110] RepRap Delta M2 Q �

[103] RepRap Delta M2 Q � �
[154] MakerBot M2 M2 Q �
[137] Prusa i3 MK2S M1,2 Q �
[105] Prusa i3 MK3 M2 Q �

[111], [112]
Ultimaker 3x,
Prusa i3 MK3S

M2 Q �
[113] Replicator 2x M1 Q �
[100] Prusa i3 MK3 M1 Q �
[101] Ultimaker 3 M1 Q � � �
[99]

Creality3D,
Ender-3

M1 Q �
[40], [41] Prusa i3 MK3S M2 S � �

[64] Hyrel 30M M1,2 Q � �
[38], [39] Replicator 2 M1 S �

[155] Lulzbot Mini M1,2 Q �
SCL

[141], [142] Hyrel 30M M1 Q �
[143] Exp. Setup M2 Q � �

SCV
[149] Exp. Setup M1,3 Q �

[42], [43] Prusa i3 MK3S M1 S � �
SCH

[47] Ultimaker 3 M3,4 S � � � � �
[34] Ultimaker 3 M1 S � �

Per-Setup
Profilling/

No Profilling

SCA

[76], [80],
[81], [82]

Hyrel 3D E5,
D-force delta bot,
Z-630S JG Aurora

M1 Q � �

[77]–[79] Hyrel 3D E5 M1 Q �
[74] NA M1 Q �
[102] Replicator 2x M2 Q � �
[83] Hyrel 3D M1 Q �
[84]

Stratasys uPrint,
JG Aurora

M3,4 Q �
[153] Ultimaker 2 M1 Q �

SCI

[86] FDM 3000 M4 Q �
[85] Exp. Setup M4 Q �
[87] Replicator M3,4 Q �

SCT

[70] Exp. Setup M4 Q �
[69] Bulldog Extruder M4 Q �

[71]–[73] Replicator 2x M4 Q �
[92] Prusa MK3 M4 Q �
[95] Orion Delta M3,4 Q �
[96] Exp. Setup M2,4 Q �
[93] Air Wolf M4 Q �
[94] Exp. Setup M3,4 Q �

[88]–[91] Hyrel 3D M2,3,4 Q �
[97] Makerbot M4 Q � �

SCO

[117]–[133]
Prusa i3,

RepRap Pro
M2 Q �

[114]–[116] Flash Cast Creator M2 Q �
[139] Prusa i3 M4 Q � �
[138] Renkforce RF1000 M2,4 Q � �
[136] NA M4 Q �
[134] Hori Z300 M2 Q �

SCL [140] NA M2 Q �

SCP

[147] Maker Select M3,4 Q �
[148] Cartesio 3D M3,4 Q �

[145], [146] Lulzbot Taz 6 M3,4 Q � �
[144] Exp. Setup M4 Q �

SCV [150] Replicator M3,4 Q �

SCH

[44]
Ultimaker 2,
Lulzbot Mini

M3,4 S � � � �
[46] Ultimaker 3 M3 S � � � � � � � �
[151] Replicator 2x M3,4 Q � �
[75] Ultimaker 2 M1 Q � �
[152] Replicator 2x M3,4 Q �
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Optical (SCO) is non-intrusive, but lacks thermal data
and is prone to inaccuracies due to lighting conditions,
camera view obstructions, and difficulty in monitoring
complex shapes. Proposed solutions include controlled
lighting, lowering the print bed each layer, which adds
to printing time and potentially affects the print thermal
profile, and using multiple cameras, which adds to the
calibration complexity. Moreover, real-time processing of
large data becomes resource-intensive, making real-time
verification of print geometry difficult.

Laser (SCL) has been used to monitor kinetic anoma-
lies and is non-intrusive in nature. However, scanned 3D
online reconstruction for detecting geometric inaccuracies
is limited by the noise in the PC data and the precision of
the scanning equipment. Also, laser triangulation depends
on the material type and color, as translucent material
reflects less light, thereby resulting in information loss.

Pressure (SCP ) literature is limited to analyzing
filament behavior. The sensing equipment is added by
retrofitting the printer nozzle thereby increasing the cal-
ibration complexity of the setup. However, the data is
resilient to the environmental noise factor.

Vibration (SCV ) is limited to kinetic anomalies with
non-intrusive data collection. The data, however, is sen-
sitive to external noise thereby limiting monitoring ac-
curacy. The calibration complexity is low owing to the
sensing data being easily mapped/interpretable to process.

Heterogeneous sensors (SCH ) provide more process
information but processing and correlation of such large
incoming data add to the computational complexity. While
the fusion of data gives an opportunity to get more accu-
rate results, a research challenge that arises with it is to
give precedence to which SC data in case of conflicting
verdicts to interpret a particular process anomaly.

7.3. Recommendations

Before designing and deploying monitoring techniques
for a particular use case, factors such as sensor intru-
siveness, precision, noise in data, environment variables,
etc. should be taken into account. For example, a home
consumer would be inclined to save material while com-
promising on the precision of the print object while an
industrial setup may need to maintain precision and accu-
racy in the product and could discard a low-quality print.

In industry 4.0 where the parts are custom-made and
changing frequently, having to train the monitoring tech-
niques per object bases is inefficient. Therefore no-profile
or per-setup profiling is where the research should be fo-
cused to mature these techniques. Similarly, there is little
emphasis in the literature on the closed-loop monitoring
and quality assurance of the FFF process. Modeling such
a system is complex due to different factors, e.g. envi-
ronmental conditions, material properties, etc., affecting
the physical domain process. A self-correcting closed-loop
process addressing these factors, however, could greatly
improve the quality of the print object.

AM, as a new technology and fundamentally different
from its predecessor, requires the labor force to adapt
to new product engineering, designing, and production
cycles. A skilled worker potentially aware of quality is-
sues could tune the printing parameters accordingly. Since

securing these systems needs in-process monitoring there-
fore workers should also be trained on security solutions
to effectively identify sabotage attempts.

AM has the potential to lower its carbon footprint
by manufacturing customized on-demand products with
low wastages, decentralized manufacturing with high ef-
ficiency, and a shorter supply chain. However, with AM
becoming accessible and affordable some security con-
cerns like illegal production of weapons, counterfeit parts,
and IP theft are ever-increasing. Therefore inbuilt security
solutions such as watermarking [156] should be adopted
to thwart such attempts. An adversary can attempt to gain
access and exploit sensing data therefore the monitoring
setup should be designed with security considerations.

Attacks are getting smarter and more obfuscated, to
evade the monitoring schemes, by keeping the footprint
below the detection horizon and can go as low as printer
specification tolerances. Identification of such process
anomalies could serve as a future research problem. The
challenge is not only to detect low-magnitude deviations
but also to disambiguate them with benign printing inac-
curacies within the specifications to avoid false positives.

Since the goal of the monitoring schemes
(QA/Security) in general is to maintain the print object
performance specifications within the user-specified
ranges, therefore monitoring as general should cover
all discrepancies with the highest achievable precision
to meet design criteria. To enable better comparative
analysis, a benchmark of these techniques is necessary.
This will make it more convenient for researchers to
benefit from and build upon the available literature. For
example measuring, surface distortion in terms of surface
roughness, extruder conditioning by different states,
and infill density changes by % difference. With the
availability of such a standard framework, there comes an
opportunity of benefiting from cross-domain knowledge
to achieve high printing performance.

8. Conclusion

Due to its cyber-physical nature, AM process ex-
hibits a variety of side channel that yields a reasonable
estimation of the physical process. Different monitoring
and anomaly detection techniques have been proposed in
the literature to detect process anomalies using physical
domain knowledge. This study presented an approach for
systematizing knowledge based on identifying available
SCs, and the acquisition and analysis methodologies. The
approach uses eight different side channels to identify 12
types of process anomalies, chosen based on their use and
availability in the literature. The accuracy and precision
of an SC are essential for designing a monitoring scheme.
The literature trend reveals that heterogeneous sensors are
more precise and cover most process anomalies. Due to
their intrinsic nature, each SC presents different challenges
and limitations and is detailed in the study. The study
identified commonalities and differences in the use of SCs
for the domain of QA and cybersecurity. Cybersecurity is
more deception-focused, while QA techniques are inclined
toward quality. Recommendations were made to develop a
common framework to benchmark the process monitoring
techniques, anticipating opening cross-domain knowledge
consumption and emphasizing collaboration opportunities.
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Appendix

Figure 5. Generic SC framework for monitoring process anomalies

Generic side channel framework for anomaly detec-
tion. A generic SC framework for detecting and moni-
toring printing process anomalies is presented in Figure.

5. Inhere ′A′
x are the printing anomalies, ′P ′

x are printing
parameters, ′SC ′

x represent side channels, and ′Mx′ are
the methodologies used to interpret SC information for the
detection and monitoring of process anomalies. vx are the
decision variables to choose between different available
SCs and methodologies, details of which are as follows;

• v1 is the decision variable to choose among dif-
ferent available SCs and is dependent on multiple
factors such as

– Sensitivity defines the ability of SC to de-
tect subtle changes.

– Specificity defines the ability to differenti-
ate amongst different process anomalies.

– Printing parameter states which process
variables are to be monitored using SC.

– Non-intrusiveness states the SC’s abil-
ity to take measurements without chang-
ing/affecting the printing process.

– Real-time states the performance ability for
rapid detection of process anomalies.

– Interpretability defines how readily usable
the SC information is.

– Cost effectiveness is another parameter
to be considered while selecting sensing
equipment.

• v2 decides which methodology to apply to the
collected SC information and is based on the
following factors

– Performance states the accuracy of the
methodology for detecting a particular pro-
cess anomaly using specific SC informa-
tion.

– Scalability defines the ability of the
methodology to incorporate new process
information without affecting system stabil-
ity.

– Generalization states the results should be
inclusive for a wide range of printing envi-
ronments.

• v3 engages the closed-loop control of the moni-
toring process. The loop could be used to either
stop the printing process or adjust the printing
parameters.

• ε is the error value that is calculated from the
monitoring results and is adjusted in the printing
parameters.

The proposed generic framework provides the user
with a tool to consider which variables while considering
a monitoring system. The following example illustrates
the use of the proposed framework. Let’s assume a user
is interested in finding anomalies of type ‘void’ (Avd)
in their printing environment. The parameters associated
with this anomaly are Pif , Pnt, Pef , Pns, Pax as shown
in Figure 4. To monitor these parameters, the user needs
to select a suitable side channel. As per the literature, the
best accuracy obtained for these parameters is through the
use of SCH (see Table 6) and the methodology M3 (see
Table 8). Owing to other factors (such as intrusiveness),
a user may opt for other SCs as well.
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